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H 1303 GENERAL BILL BY TAYLOR (COMPARE H 1120, CS/S 05501
PUBLIC SCHOOLS; DEFINES "FULL-TIME STUDENT" & "FULL-TIME EQUIVALENT
STUDENT" IN TERMS OF HOURS PER YR.; PROVIDES METHOD FOR DETERMINING
FRACTIONS OF FULL-TIME EQUIVALENTS FOR CERTAIN STUDENTS; PROVIDES
DETERMINATIONS OF FULL-TIME EQUIVALENCY BE MADE PURSUANT TO STATUTE
RATHER THAN RULE. AMENDS F.S. EFFECTIVE DATE: 07/01/76.
04/12/78 HOUSE INTRODUCED, REFERRED TO EDUCATION, APPRGPRIATIONS
-HJ 00176
06/02/76 HOUSE DIED IN COMMITTEE ON EDUCATION
H 1304 GENERAL BILL BY FULFORD
StLTWATER FISHERIES; ELIMINATES EXEMPTION RE CERTAIN PRODUCTS IMPORTED
FROM FOREIGN COUNTRY CONSISTING OF STRIPPED OR MOLESTED EGG-BEARING
CPAWFISH; REQUIRES PERSONS WHO PURCHASE CRAWFISH TRAPS ATTACH FLOATS QF
PROPER COLOR IN 15 DAYS OF PURCHASE UNDER CERTAIN CIRCUMSTANCES, ETC.
AMENDS 370.14. EFFECTIVE DATE: 07/01/78.
04/12/76 HOUSE INTRODUCED, REFERRED TO NATURAL RESOURCES, FINANCE &
TAXATION, APPROPRIATIONS -HJ 00179
06/02/78 HOUSE DIED IN CO�MITTE[ ON NATUR AL RESOURCES

07/19/76

HOUSE BILL ACTIONS REPORT
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H 1309 GENERAL BILL SY CRENSHAW (COMPARE H 0585, H 1456, H 15491
STATE PARKS; PROHIBITS RECREATION & PARKS DIV. OF D.N.R. FROM CHARGING
CAMPING FEE AT PARKS RE CITIZENS WHO ARE RESIDENTS OF STATE & WHO ARE 65
OR OLDER; PROHI BITS DIV. FROM CHARGING CAMPING FEE RE CERTAIN GUESTS OF
PERSONS QUALIFIED FDR FREE CAMPING. AMENDS 592.072. EFFECTIVE QAlE:
07/01/78.
04/!2/78 HOUSE INTRODUCED, REFERRED TO NATURAL RESOURCES, FIN•NCF t
TAXATION -HJ 00179
06/02/78 HOUSE DIED IN COMMITTEE ON NATURAL RESOURCES
H 1310 GENERAL BILL BY BURRALL AND OTHERS I SIMILAR S 01131
MOTOR VEHICLES; DEFINES TERM •GOLF CAP" OR •GOLF CART•; EXEMPlS GrLF
CARTS FROM CERTAIN PROVISIONS OF LAW RE MOTOR VEHICLES & TRAFFIC
CONTROL; PROVIDES CERTAIN LIMITATION UPON SUCH EXEMPTICN. AMENDS
320.01: CREATES 320.515. EFFECTIVE DATE: 10/01/78.
04/12/78 HOUSE INTRODUCED, REFERRED TO TRANSPORTATION -HJ 00179
04/19/78 HOUSE SUBREFERRED TO SUBCOMMITTEE II
06/02/78 HOUSE DIED IN COMMITTEE ON TRANSPORTATION

H 1311 GENEPAL BILL BY REDMAN (SIMILAR H 1296, COMPARE H 2045, ENG/S 07)61
CIRCUIT COURT CLERKS; R EPEALS PROVISIONS RE $5 FEE CHAPGED FOR
{�ENERAL BILL BY NELSON, KISEP ANO OTHERS (SIMILAR S 12561
DEPOSITING WILL OF DECEDENT WITH CLERK OF CIRCUIT COURT. REPEALS
'- ____./CCMPUTER CRIMES; PROVIDES FOR OFFENSES AGAINST INTELLECTUAL PROPERTY,
28.240111IIAI. EFFECTIVE DATE: 07/01/78.
COMPUTER EQUIPMENT & SUPPLIES & COMPUTER USERS; PROVIDES PENALTIES;
04/12/78 HOUSE INTRODUCED, REFERRED TO JUDICIARY, FINANCE t TAX<TJrN
PROVIDES THAT PROVISIONS OF THIS CHAPTER ARE NOT EXCLUSIVf. CREATES CH.
-HJ 00179
615. EFFFCTIVE DATE: 06/01/76.
05/05/78 HOUSE SUBREFERPED TO SUBCOMMITTEE ON CONSUMER, PPOBATE &
04/12/78 HOUSE INTRODUCED, REFERRED TO CRIMINAL JUSTICE,
FAMILY LAW
APPROPRIATIONS -HJ 00179
06/02/78 HOUSE DIED IN COMMITTEE, IDEN./SIM./CGMPARF BILL PASSED,
05/05/76 HOUSE COMM. REPORT: FAVORABLE WITH AMEND. BY CRIMINAL JUSTICE
REFER TO SB 736 (CH. 78-3671
-HJ 00430; NOW IN APPROPRIATIONS
05/08/76 HOUSE WITHDRAWN FROM A PPROPRIATIONS -HJ 00433: PLACED ON
H
1312
GENERAL
BILL
BY
□'MALLEY
AND OTHERS
CALENDAR
ELEVATOR SAFETY; CONFORMS ELEVATOR SAFETY CODE OF STATE OF FLOP IDA TO
05/10/76 HOUSE PLACED ON SPECIAL ORDER CALENDAR; READ SECOND TIME;
AMERICAN NATIONAL STANDARD S AFETY CODE FOR ELEVATORS: REMOVES PEnuND•NT
AMENDMENTS ADOPTED -HJ 00463
0� OBSOLETE LANGUAGE; MODIFIES PROVISIONS RE FIXING OF SALAR!ES OF
05/11/76 HOUSE READ THIRD TIME; PASSED AS AMENDED: YEAS 110 NAYS
0
INSPECTORS;
INCREASES CEPTIFICATE OF COMPETENCY FEE FOF INSPECTOOS, FTC.
-HJ 00508
AMENDS CH. 399. EFFECTIVE DATE: 07/01/78.
05/15/78 SENATE RECEIVED, REFERRED TO JUDICIARY-CRIMINAL -SJ 00373
04/12/78 HOUSE INTRODUCED, REFERRED TO REGULATED INDUSTRIES &
05/17/76 SENATE COMM. REPORT: FAVORABLE, PLACED ON CALENDAR BY
L!CENS ING, FINANCE & TAXATION -HJ 00179
JUDICIARY-CRIMINAL -SJ 00413
05/03/78 HOUSE SUBREFERRED TO SUBCOMMITTEE ON PROFESSIONAL
05/18/78 SENATE SUBSTITUTED FOR S 1256 -SJ 00421; PASSED AS AM ENDED:
OCCUPATIONAL LICENSING
YEAS 36 NAYS
O -SJ 00422
06/02/78 HOUSE DIED IN COMMITTEE ON REGULATED INDUSTRIES & LICENSl'X:
05/23/78 HOUSE CONCURRED -HJ 00699; PASSED AS FURTHER AMENDED; YEAS
106 NAYS
O -HJ 00700
05/25/78 HOUSE SIGNED BY OFFICERS AND PRESENTED TO GOVERNOR -HJ 00794 H 1313 GENERAL BILL BY EDUCATION !COMPARE CS/S 043bl
EDUCATIONAL FACILITIES; S PECIFIES THAT FUNOS ALLOCATED FROM P11BLIC
APPROVED BY GOVERNOR CHAPTER NO. 78-92 -HJ 00631
05/29/76
EPUCATION CAPITAL & DEBT SERVICE TRUST FUND TO CERTAIN BOARDS IN FJSC•L
YEARS PRIOR TO 1977-1978 MAY BE SPENT ON NEEDED PROJECTS AS DEFINED.
� 1306 GENERAL BILL BY HODGES ANO OTHERS (COMPARE H 1380, S 06071
AMENDS 235.435. EFFECTIVE DATE: UPON BECOMING LAW.
HOSPITALS: PRDVIOFS FOR RULES RE HOSPITAL PRIVILEGES AT PUBLIC HOSPITALS
04/12/78 HOUSE INTRODUCED, REFERRED TO APPROPRIATIONS -HJ 00179
& RESTRICTS GRANTING OF SUCH PRIVILEGES; PROHIBITS CERTAIN
04/24/78 HOUSE WITHDRAWN FROM APPROPRIATIONS -HJ 00316: PLACED CN
DISCRIMINATION; PROVIDES FOR RETENTION OF PRIVILEGES. CREATES 395.23.
CALENOAR
EFFECTIVE DATE: UPON BECOMING LAW.
05/05/78
HOUSE P LACED ON SPECIAL GROEP CALENDAR
04/12/78 HOUSE INTRODUCED, REFERRED TO HEALTH & REHABILITATIVE
HOUSE
05/12/78
READ
SECONO TIME -HJ 00531
SERVICES -HJ 00179
05/15/78 HOUSE READ THIRD TIME; P ASSED: YEAS 109 NAYS
O -HJ 00545
04/14/78 HOUSE SUSREFERRED TO SUBCOMMITTEE ON MENTAL HFALTH & HEALTH
SENATE
05/22/78
RECEIVED,
REFERRED TO EDUCATION, APPROPRIATIONS
06/02/78 HOUSE DIED IN COMMITTEE ON HEALTH & REHABILITATIVE SERVICES
-SJ 00442
06/02/78 SENATE DIED IN COMMITTEE, IDEN./SIM.!COMPARE BILL PASSEO,
H 1307 GENERAL BILL SY MARGOLIS
REFER TO SB 436 (CH. 78-4281
CONDOMINIUMS & COOPERATIVES: REVISES NOTICE REQUIREMENTS RE MEET INGS OF
UNIT OWNERS. AMENDS 718.112, 719.106. EFFECTIVE DATE:
H 1314 GENERAL BILL BY EDUCATION (SIMILAR S 088 31
U,ON BECOMING LAW.
EDUCATION: AUTHORIZES EDUCATION DEPT. TO SELL STUDENT LOAN NOTES TQ
04/12/78 HOUSE INTRODUCED, REFERRED TO JUDICIARY -HJ 00179
FEDEPAL STUDENT LOAN MARKETING ASSOCIATION & ENTER AGREEMENTS �PPLICA8LE
05/05/78 HOUSE SUBREFERRED TO SUBCOMMITTEE ON CONSUMER, PROBATE &
TO FEDERAL LAW & REGULATIONS CALLING FOR REPURCHASE OF STUDENT LOAN
FAMILY LAW
NOTES SOLD TO STUDENT LOAN MARKETING ASSOCIATION. AMENDS 239.72.
06/02/78 HCUSE DIED IN COMMITTEE ON JUDICIARY
EFFECTIVE DATE: 05/0l/7B.
04/12/78
HOUSE INTRODUCED, PLACED ON CALENDAR -HJ 00179
H 1308 RESOLUTION eY EVANS AND OTHtPS
04/I7/7B HOUSE PLACED ON SPECIAL ORDER CALENDAR
ARTHRITIS WEEK; RECOGNIZES APRIL 17-23 AS FLORIDA ARTHRITIS WEEK.
04/18/78
HOUSE
REAG SECOND TIME -HJ 00248
04/12/78 HOUSE INTRODUCED, REFERRED TO AGRICULTURE & GENERAL
04/19/78 HOUSE READ THIRD TIME; PASSED; YEAS 113 NAYS
O -HJ 00759
LEGISLATION -HJ 00179
04/21/78 SENATE RECEIVED, REFERRED TD EDUCATION -SJ 00192
04/18/78 HOUSE COMM. REPORT: FAVORABLE, PLACED ON CALENDAR BY
04/25/78 SENATE WITHDRAWN FROM EDUCATIGN; SUBSTITUTED FOR S 883;
AGPICULTUPE & GENERAL LEGISLATION -HJ 00250: READ
PASSED; YEAS 34 NAYS
O -SJ 00211
SECOND TI�E: ADOPTED -HJ 00246
CONTINUED ON NEXT PAGE
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3
RECEDED; PASSED AS AMENDED; YEAS 112 NAYS
-HJ 00982
SIGNED BY OFFICERS ANO PRESENTED TO GOVERNOR
APPROVED BY GOVERNOR CHAPTER NO. 78-244

S 1252 GENERAL BILL BY TOBIASSEN
NONPUBLIC POSTSECONDARY SCHOOLS; PRESCRIBES MINIMUM EDUCATIONAL
SIANDARDS FOR LICENSING SUCH INSTITUTIONS; PROHIBITS CCNT!NUED OPEPATION
OR ESTABLISHMENT OF ANY INDEPENDENT POSTSECONDARY VOCATIONAL/TECHNICAL/
TRADE/BUSINESS SCHOOL UNLESS APPLICATION SUBMITTED & LICENSE OBTAINED,
ETC. AMENDS CH. 246. EFFECTIVE DATE: UPON BECOMING LAW.
05/02/7B SENATE INTRODUCED, REFERRED TO EDUCATION, FINANCE, TAXATION
AND CLAIMS -SJ 00274
05/17/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE EDUCATION
05/24/78 SENATE WITHDRAWN FROM EDUCATION, FINANCE, TAXATION AND CLAIMS
-SJ 00453; PLACED ON CALENDAR
05/29/78 SENATE PLACED ON SPECIAL ORDER CALENDAR; PASSED AS AM ENDED;
YEAS 28 NAYS
3 -SJ 00589
05/31/78 HOUSE RECEIV ED, REFERRED TO EDUCATION -HJ 00890
06/02/78 HOUSE DIED IN COMMITTEE ON EDUCATION
S 1253 GENERAL BILL BY BARRON (COMPARE H 2096)
CIGARETTE TAX; REDUCES DISCOUNT ON PURCHASE OF CIGARETTE TAX STAMPS BY
AGENTS; PROVIDES ALTERNATIVE METHODS FOR PURCHASE OF STAMPS; EXTENDS
l!ME LIMITATION ON PAYMENT OF TAX STAMP LIABILITY. AMENDS 210.05.
EFFECTIVE DATE: UPON BECOMING LAW.
05/02/7B SENATE INTRODUCED, REFERRED TO FINANCE, TAXATION ANO CLAIMS
-SJ 00275
05/15/78 SENATE EXTENSION OF TIM� GRANTED COMMITTE E FINANCE, TAXATION
ANO CLAIMS
05/l7/7B SENATE COMM. REPORT: FAVORABLE WITH AMEND., PLACED ON CALENDAR
BY FINANCE, TAXATION AND CLAIMS -SJ 00413
Oo/Ol/7B SENATE PLACED ON SPECIAL ORDEP CALENCAR; IDEN./S!M. HOUSE BILL
SUBSTITUTED -SJ 00695; LAID ON TABLE UNDER RULE,
lDEN./SIM./COMPARE BILL PASSED, REFER TD HS 2096 ICH.
78-442) -SJ 00696
S 1254 GENERAL BILL BY BARRON (SIMILAR ENG/H 19Bll
PRENEED BURIAL CONTRACTS; RE PRENEED FUNERAL SERVICE & PRENEED BURIAL
SUPPLY CONTRACTS; PROVIDES UPON T ERMINATION BY CANCELLATION OR DEFAULT
OF SUCH SERVICE OR CONTRACT THE CONTRACT PURCHASER MAY DEMAND REFUND OF
ENTIRE AMOUNT ACTUALLY ON CONTRACT FROM PERSON lSSUl�G SAME. ETC.
AMENDS 639.13-.15. EFFECTIVE DATE: UPON BECOMING LA••
05/02/7B SENAIE INTRODUCED, REFERRED TO COMMERCE -SJ 00275
05/15/7B SENATE EXTENSION OF TIME GRANTED COMMITTEE CCMMERCE
05/24/7B SENATE WITHDRAWN FROM COMMERCE -SJ 00499; PLACED ON CALENDAR
05/25/78 SENATE PLACED ON SPECIAL ORCER CALENDAR -SJ 00499; IDEN./SIM.
HOUSE BILL SUBSTITUTED; LAID ON TABLE UNDER RULE,
IOEN./SIM./COMPARE BILL PASSED, REFER TO HS 1981 (CH.
78-2761 -SJ 00537
S 1255 GENE�AL BILL BY HAIR !SIMILAR H 2129)
CORPORATIONS; PRESCRIBES CONTENTS OF NOTICE OF HEARING REQUIRED TO BE
PUBLISHED PRIOR TO APPOINTMENT OF LIQUIDATING RECEIVER; REQUIRES FOREIGN
CORP. PUBLISH NOTICE OF ITS INTENTION TO TRANSACT BUSINESS IN STATE AS
P,EREQUISITE TO HAVING RIGHT TO TRANSACT SUCH BUSINESS, ETC. AMENDS CH.
607. EFFECTIVE CATE: UPON BECOMING LAW.
05/02/78 SENATE INTRODUCED, REFERRED TO JUDICIARY-CIVIL -SJ 00275
05/15/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE JUDICIARY-CIVIL
05/29/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE JUDICIARY-CIVIL
06/02/78 SENATE DIED IN COMMITTEE ON JUDICIARY-CIVIL
��ENERAL BILL BY DUNN AND OTHERS ISIMILAP ENG/H 13051
-----------C□MPUTER CRIMES; PRCVIOES FOR OFFENSES AGAINST INTELLECTUAL PROPERTY,
COMPUTER EQUIPMENT & SUPPLIES & COMPUTER USERS; PROVIDES P�NALTIES;
PPOVIOES THAT PROVISIONS OF THIS CHAPTER ARE NOT EXCLUSIVE. CREATES CH.
815. EFFECTIVE DATE: 08/01/78.
05/02/78 SENATE !NIRODUCED, REFERRED TC JUDICIARY-C"!MINAL -SJ 00275
05/11/78 SENATE COMM. REPORT: FAVORABLE WITH AMEND., PLACED ON CALENDA?
BY JUDICIARY-CRIMINAL -SJ 00384
05/!B/78 SENATE PLACED ON SPECIAL ORDER CALENDAR; IDEN./SIM. HOUSE BILL
CONTINUED ON NEXT PAGE
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SUBSTITUTED -SJ 00421; LAID ON TABLE UNDER RULE,
IDEN./SIM./COMPARE BILL PASSED, REFER TO HB 1305 (CH.
78-92) -SJ 00422

S 1257 GENERAL BILL BY WARE !IDENTICAL H 04531
PUBLIC UTILITIES; REQUIRES P.s.c. TO DISALLOW FROM OPERATING EXPENSES OF
PUBLIC UTILITIES CERTAIN CONTRIBUTIONS OR EXPENSES RE CONSIDERATION OF
RATE INCREASES; PROVIDES FOR EXCLUSION OF CERTAIN ITEMS FROM UTILITY'S
RATE BASE; REQU IRES ll OF INCREASES BE PAID TO PUBLIC COUNSEL, ETC.
C•EATES 366.042. EFFECTIVE DATE: 07/01/78.
05/02/78 SENATE INTRODUCED, REFERRED TO ECONOMIC, CCMMUNITY ANO
CONSUMER AFFAIRS, COMMERCE -SJ 00275
05/15/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE ECONOMIC, COMMUNITY
AND CONSUMER AFFAIRS
05/31/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE ECONOMIC, CO�MUNITY
AND CONSUMER AFFAIRS
06/02/78 SENATE DIED IN COMMITTEE ON ECONOMIC, COMMUNITY AND CONSUMER
AFFAIRS
S 1258 GENERAL BILL BY WARE (IDENTICAL H 11621
ECUCATIONAL FINANCE; PROVIDES THAT PROCEDURES RE DETERMINATION OF
FULL-TIME EQUIVALENT STUDENT MEMBERSHIP USED TO CALCULATE ANNUAL
ALLOCATION FROM ECUCATION FINANCE PROGRAM TO SCHOOL DISTRICTS SHALL NOT
APPLY TO SPECIAL PROGRAMS FOR EXCEPTIONAL STUDENTS. AMENDS 236.081.
EFFECTIVE DATE: 07/01/78.
05/02/78 SENATE INTRODUCED, REFERRED TO EDUCATION, APPROPRIATIONS
-SJ 00275
05/17/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE EDUCATION
05/26/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE EDUCATION
06/02/78 SENATE DIED IN COMMITTEE ON EDUCATION
S 1259 GENERAL BILL BY GALLEN (SIMILAR CS/H 0281, S 09051
PRACTICE OF PHARMACY; ALLOWS LICENSED PHARMACISTS TO Fill OR REFILL
VALID PRESCRIPTIONS ON FILE WITH ANOTHER PHARMACY UNDER CERTAIN
CONDITIONS. CREATES �65.32. EFFECTIVE DATE: 10/01/78.
05/02/78 SENATE INTRODUCED, REFERRED TO COMMERCE -SJ 00275
05/15/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE CCMMERCE
05/26/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE COMMERCE
06/02/78 SENATE DIED IN COMMITTEE, IDEN./SIM./COMPARE BILL PASSED,
REFER TO HS 281 (CH. 78-2051
S 1260 GENERAL BILL BY THOMAS, J. (SIMILAR CS/H 02491
(CSI STATE BONDS; AUTHORIZES ISSUANCE OF STATE BONDS TO FINANCE SOLAR
ENERGY FACILITIES IN GOVT. BUILDINGS; PROVIDES FOR ISSUANCE OF STATE
BCNDS IN ACCORDANCE W ITH CONSTITUTIONAL PROVISIONS; DESIGNATES STATE BD.
OF ADMINISTRATION AS FISCAL AGENCY TO MAKE DETERMINATIONS RE SOLAR
ENERGY, ETC. EFFECTIVE DATE: CONTINGENT.
05/02/78 SENATE INTRODUCED, REFERRED TO GOVERNMENTAL OPERATIONS,
ECONOMIC, COMMUNITY AND CONSUMER AFFAIRS, FINANCE,
TAXATION AND CLAIMS -SJ 00275
05/11/78 SENATE EXTENSION OF TIME GRANTED COMMITTEE GOVERNMENTAL
OPERATIONS
05/22/78 SENATE COMM. REPORT: C/S BY GOVERNMENTAL OPERATIONS -SJ 00453
05/23/78 SENATE NOW IN ECONOMIC, COMMUNITY AND CONSUMER AFFAIRS
-SJ 00453
06/02/78 SENATE DIED IN COMMITTEE ON ECONOMIC, COMMUNITY AND CONSUME?
AFFA IP S

S 1261 crNCURRENT RESOLUTION BY GR.HAM
R IGHTS OF HANOI CAPPED; DIRECTS THAT REVIEW BE MADE Of FEASIBILITY OF
CONSOLIDATING STATUTES RE RIGHTS OF HANDICAPPED.
05/02/78 SENATE INTRODUCED, REFERRED TO RULES AND CALENDAR -SJ 00275
06/02/78 SENATE DIED IN COMMITTEE ON RULES AND CALENDAR
S 1262 GENERAL BILL BY HAIR (SIMILA? H 20651
JUDICIAL SALES; PROVIDES SUCH SALE SHALL NOT BE ORDERED LESS THAN
SPECIFIED TIME AFTER ENTRY OF SUCH CRDER OR FINAL JUDGMENT; PRESC"IBES
MANNER OF PUBLISHING NOTICE OF SUCH SALE. AMENDS 45.031.
EFFECTIVE DATE: UPON BECOMING LAW.
05/02/78 SENATE INTRODUCED, REFERRED TO JUDIC !ARY-CIVIL -SJ 00276
05/10/78 SENATE COMM. REPORT: FAVORABLE, PLACED ON CALENDAR BY
CONTINUED ON NEXT PAGE
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HB 130::i

By Representatives Nelson and Kiser

A bill to be entitled

An act relating to computer crimes; creating
chapter 815, Florida Statutes; providing a
short title; providing legislative intent;

providing definitions; providing for offenses
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11

12

computer users; providing penalties; providing

that provisions of this chapter are not

exclusive; providing an effective date.

131 Be It Enacted by the Legislature of the State of Florida:

14
15

Section 1.

Chapter 815, Florida Statutes, consisting

161 o f sections 815.01, 815.02, 815.03, 815.04, 815.05, 815.06,

171 815.07, and 815.08, is created to read:
815.01

Short title.--The provisions of this act shall

21

815.02

Legislative intent.--The Legislature finds and

23

(1)

Computer related crime is a growing problem in

25

(2)

Computer related crime occurs at great cost to the

18

191 be known and may be cited as the "Florida Computer Crimes

201Act."

221 d eclares that:

241 government as well as in the private sector.

UI public since losses for each incident of computer crime tend

VI t o be far greater than the losses associated with each

28 I incident of other whi,te collar erime.
29

(3)

The opportunities for computer related crimes in

WI financial institutions, government programs, government

311 records, and other business enterprises through the

CODIMG: Woul, in�� typ• or• deletions from ••i1tin9 low; wor«f. vncl...!J_l_i_!l_rforf" od,. 1 tion,.

introduction of fraudulent records into a computer system, the

unauthorized use of computer facilities, the alteration or

1.11,

stealing of financial instruments, data, and other assets, are

1.11,

destruction of computerized information or files, and the

great.

(4)

While various forms of computer crime might

1.18

supplemental and additional statute be provided which

1.1'

IOI proscribes various forms of computer abuse.
II

815.0J

Definitions.--As used in this chapter, unless

1. 2

13

(1)

"Intellectual property" means data and programs.

1.;

121 the context clearly indicates otherwise:

14

( 2)

"Program" means a series of instructions or

15/ statements, in a form acceptable to a computer, which permits
161 the functioning of a computer system in a manner designed to

17 I provide appropria.te products from such computer system.

18

())

"Computer" means an electronic device which

191 performs logical, arithmetic, and memory functions by the

�I manipulations of electronic or magnetic impulses and includes

211 all input, output, processing, storage, software, or

22 communication facilities which are connected or related to
1
23 such a device in a system or network.

24

( 4)

"Computer software" means a set of computer

251 programs, procedures, and associated documentation concerned

261 with the operation of a computer system.
17

(7)

"Computer system services" includP.s, but is not

limited to, computer time, data processing, and storage

51 functions.
(8)

"Property" means anything of value as defined in

s. 812.011, and includes, but is not limited to, financial

instruments, information, including electronically produced

91 data and computer software and programs in either machine or

IOI human readable form, and any other tangible or intangible item

11 I of value.
12

(9)

"Financial instrument" means any check, draft,

131 money order, certificate of deposit, letter of credit, bill of

1.:

15

1.

161 w ith, store data, retrieve data from, or otherwise make use of
17 any resources of, a computer, computer system, or computer

1.

18 I network.

815.04

Offenses against intellectual property.-

1.

19

1.

21 I modifies data, programs, or computer software residing or

�

(!)

Whoever willfully and without authorization

221 existing internal or external to a computer, computer system,
231 or computer network commits an offense against intellectual

1.

241 property.

1.

25

(2)

Whoever willfully and without authorization

1.

261 destroys data, programs, or computer software residing or

(6)

"Computer network" means the interconnection of

1.:

� or computer network commits an offense against intellectual
,
29 property.

2
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!1.;

1. 3
1. J

1. J

l. J

l. J

"Access" means to approach, instruct, communicate 11.3'

(10)

"Computer system" means a set of related,

31 communication lines with a computer through remote terminals,

11.:

141 exchange, credit card, or marketable security.

(5)

� connected or unconnected, computer equipment, devices, or
,
29 computer software.

30

computers.

1.11

possibly be the subject of criminal charges based on other

provisions of law, it is appropriate and desirable that a

or a complex consisting of two or more interconnected

l

l1. JI
1. 31

1. J

1. ]I
l.Jr.

27 I existing internal or external to a computer, computer system,

1. 4 n

30

1. 4 l

(J)

Whoever willfully and without authorization

31 / discloses data, programs, or computer software which is a
)
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trade secret as defined in s. 812.081 or is confidential as

provided by law residing or existing internal or external to a
computer, computer system, or computer network commits an
41 offense against intellectual property.
(4) (a)

Except as otherwise provided in this

1

computer network; or whoever willfully and without

1.
,

authorization destroys, injures, or damages any computer,
computer system, or computer network commits an offense

1.

against computer equipment or supplies.

1.

61 subsection, an offense against intellectual property is a

1.

al 775.082, s. 775.083, or s. 775.084.

1. I

(b)

If the offense is committed for the purpose of

paragraph

101 devising or executing any scheme or artifice to defraud or to
111 obtain any property, then the offender is guilty of a felony

12; of the second degree, punishable as provided in s. 775.082, s.

l.<
11.4
11.4

131 775.083, or s. 775.084.
1'

815.05

151 supplies.-16

(1) (a)

251
�I

VI

301

31 I

131 as provided in s. 775.082, s. 775.083, or s. 775.084.
14

3.

If the damage to such computer equipment or

1.5

201 o f the second degree, punishable as provided in s. 775.082, s.

11.5

22

1.5

�I accesses or causes to be accessed any computer, computer

1.5

�I authorization denies or causes the denial of computer system

Except as provided in this paragraph an

If the offense is committed for the purpose of

devising or executing any scheme or artifice to defraud or to

obtain any property, then the offender is guilty of a felony

of the third degree, punishable as provided in s. 775.082, s.
(2) (a)

111 of fender is guilty of a felony of the third degree, punishabl0

181 communication, transportation, or supply of water, gas, or

211 775.083, or s. 775.084.
29

11 I network is greater than S200 but less than Sl ,000, then the

1.5

as provided in s. 775.082, s. 775.083, or s. 775.084.
2.

101 supplies or to the computer, computer system, or computer

161 network is Sl ,000 or greater, or if there is an interruption

221 paragraph (a) is a misdemeanor of the first degree, punishable

24

If the damage to such computer equipment or

1.4

21 I offense against computer equipment or supplies as provided in
nl

2.

Whoever willfully and without authorization

�I offense against computer equipment or supplies.

1.

as provided in s. 775.082, s. 775.083, or s. 775.084.

1.4

181 a computer, computer system, or computer network commits an
(b)

(a) is a mi sdemeanor of the first degree, punishable

Offenses against computer equipment or

17 I modifies equipment or supplies used or intended to be used in

20

Except as provided in this paragraph an

o f fense against computer equipment or supplies as provided in

felony of the third degree, punishable as provided in s.
(b)

1.

Whoever willfully and without authorization

destroys, injures, or damages equipment or supplies used or
intended to be used in a computer, computer system, or
4
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151 supplies or to the computer, computer system, or computer

171 or impairment of governmental operation or public

191 other public service, then the offender is guilty of a felony
211 775.083, or s. 775.084.
23

815.06
(1)

Offenses against computer users.--

Whoever willfully and without authorization

25 1 system, or computer network; or whoever willfully and without

VI services to an authorized user of such computer system

281 services, which, in whole or part, is owned by, under contract

1.5
1.5

29 1 to, or operated for, on behalf of, or in conjunction with,
JOI another commits an offense against computer users.
31

5
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I

I

( 2) (a)

Except as provided in this sub:;ection an

offense against computer users is a felony of the third

1.7 0
1
l.7l

degree, punishable as provided in s. 775.082, s. 775.083, or
41 s. 775.084.
(b)

l. 7

If the offense is committed for the purposes of

devising or executing any scheme or artifice to defraud or to
obtain any property, then the offender is guilty of a felony

l.7

of the second degree, punishable as provided in s. 775.082, s.

1.7

775.083, or s. 775.084.
10

815.07

This chapter not exclusive.--The provisions of

1.7]

111 this chapter shall not be construed to preclude the

l. 71

171 applicability of any other provision of the criminal law of
13! this state which presently applies or may in the future apply

•l.71,

141 to any transaction which violates this chapter, unless such
ISi provision is inconsistent with the terms of this chapter.
16

815.08

If any provision of this act or the application

17 I thereof to any person or circumstance is held invalid, it is
181 the legislative intent that the invalidity shall not affect
191 other provisions or applications of the act which can be given
�I effect without the invalid provisions or applications, and to
111 this end the provisions of this act are declared severable.

n
13
)4

,s
,61
27\
nl

nl
�I
31 I

1.71,

Section 2.

This act shall take effect August 1, 1978.

**••·······························�·····
BOUSE SUMMARY

Creates the "Florida Computer Crimes Act" which
establishes:
1. Offenses against intellectual property, such as the
unauthorized modification, d�struction, or disclosure of
data, programs, or =omputer software.
2. Offenses against computer equipment and supplies,
such as the unauthorized destruction, damage, or
modification of such equipment or supplies.
3. Offenses against computer users, such as the
unauthorized denial of computer system services to an
authorized user of such services.
Provides penalties for all such offenses, which penalties
are of increasing severity depending upon specified
factors.
6
COOING: Words in�� typl' ar• dl'll'tions from existing low; words �ndt-,line4_are- addition,.

l.71 1
1. 78
1
1

1.7

9

1.80
1.80

See HB 1305
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A bill to be entitled

2

An act relating to computer crimes; creating

4

short title; providing legislative intent;

6

against intellectual propetty; providin9 for

3

chapter 815, Florida Statutes; providing a

5

providing definitions; providing for offenses

7

offenses against computer equipment and

8

supplies; providing for offenses against

10

that provisions of this chapter are not

9

computer users; providing penalties; providing

exclusive; providing an effective date.

11

12

131Be It Enacted by the Legislature of the State of Florida:
14

15

Section 1.

Chapter 815, Florida Statutes, consisting

161of sections 815.01, 815.02, 815.03, 815.04, 815.05, 815.06,
171815.07, and 815.08, is created to read:

18

815.01

Short title.--The provisions of this act shall

21

815.02

Legislative intent.--The Legislature finds and

23

(1)

Computer related crime is a growing problem in

25

(2)

Computer related crime occurs at great cost to the

191 be known and may be cited as the "Florida Computer Crimes

20 1 Act."
(

22 I declares that:

24 1 government as well as in the private sector.

UI public since losses for each incident of computer crime tend
VI to be far greater than the losses associated with each

�I incident of other white collar crime.

29

(3)

The opportunities for computer related crimes in

301 financial institutions, government programs, government
(

311 records, and other business enterprises through the
1
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introduction of fraudulent records into a computer system, the
2 unauthorized use of computer facilities, the alteration or
3

destruction of computerized information or files, and the

4 stealing of financial instruments, data, and other assets, are
5 great.
6

( 4)

While various forms of computer crime might

·1-(GflI'-\f

71 possibly be the subject of criminal charges based on other
81 provisions of law, it is appropriate and desirable that a
91 supplemental and additional statute be.provided which
101 proscribes various forms of computer abuse.
11

815.03

Definitions.--As used in this chapter, unless

121 the context clearly indicates otherwise:
131

(1)

"Intellectual property" means data and programs.

141

(2)

"Program" means a series of instructions or

rer,re,.:l\.!ce•l

f _QRI

[p,c,RTt.',Cif, ,<:;,f

171 provide appropriate products from such computer system.
"Computer" means an electronic device which

191 performs logical, arithmetic, and memory functions by the
WI manipulations of electronic or magnetic impulses and includes
21 I all input, output, processing, storage, software, or
221 communication facilities which are connected or related to
231 such a device in a system or network.
24

( 4)

"Computer software" means a set of computer

251 programs, procedures, and associated documentation concerned
26lwith the operation of a computer system.
27

( 5)

"Computer system" means a set of related,

n1 connected or unconnected, computer equipment, devices, or
�I

computer software.

30

(6)

,,.-•

WiHt

1r"3Ut1t1clSIWe,,fil. �.,#-1��

�Jttss

16 I the functioning of a computer system in a manner designed to
( 3)

I

R A. GFJ,Y 8�\1l.£1;1 lf�

151 statements, in a form acceptable to a computer, which permits

18

i;lj
•- ,, •

,.,,� <,.; r. f,,"l - f ��:"i\-J�

r-�

"Computer network" means the interconnection of

311 communication lines with a computer through remote terminals,
2
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or a complex consisting of two or more interconnected
2 computers.
3

(7}

"Computer system services" includes, but is not

4 limited to, computer time, data processing, and storage
5 functions.

6

(8)

"Property" means anything of value. as_ defined in

7 s. 812.011, and includes, but is not limited to, financial
81 instruments, information, including electronically produced
91 data and computer software and programs in either machine or
101

human readable form, and any other tangible or intangible item

11 I of value.
12

(9)

"Financial instrument" means any check, draft,

131 money order, certificate of deposit, letter of credit, bill of
141 exchange, credit card, or marketable security.
15
161

(10)

"Access" means to approach, instruct, communicate

with, store data, retrieve data from, or otherwise make use of

17 any resources of, a computer, computer system, or computer
18 network.
19

815.04

20

(1)

Offenses against intellectual property.-

Whoever willfully and without authorization

21 modifies data, programs, or computer software residing or
J

n existing internal or external to a computer, computer system,
23 or computer network commits an offense against intellectual
24 property.
25

(2)

Whoever willfully and without authorization

U destroys data, programs, or computer software residing or
ll existing internal or external to a computer, computer system,
28 or computer network commits an offense against intellectual
29 property.

30

311

(3)

Whoever willfully and without authorization

discloses data, programs, or computer software which is a
3
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trade secret as defined in s. 812.081 or is confidential as

2 provided by law residing or existing internal or external to a
1
3 computer, computer system, or computer network commits an
41 offense against intellectual property.
51

(4)

(a)

Except as otherwise provided in this

61 subsection, an offense against intellectual pr_operty is a
71 felony of the third degree, punishable as provided in s.
Bl 775.082, s. 775.083, or s. 775.084.
91

{b)

If the offense is committed for the purpose of

101 devising or executing any scheme or artifice to defraud or to
111 obtain any property, then the offender is guilty of a felony

12 of the second degree, punishable as provided in s. 775.082, s.

13 775.083, or s. 775.084.
14

151

16

815.05

Offenses against computer equipment or

(1) (a)

Whoever willfully and without authorization

supplies.--

17 modifies equipment or supplies used or intended to be used in
1
18 a computer, computer system, or computer network commits an

191 offense against computer equipment or supplies.
201

(b)

1.

Except as provided in this paragraph an

21 offense against computer equipment or supplies as provided in

22 paragraph (a) is a misdemeanor of the first degree, punishable
23 as provided in s. 775.082, s. 775.083, or s. 775.084.
24

2.

If the offense is committed for the purpose of

25 devising or executing any scheme or artifice to defraud or to

26 obtain any property, then the offender is guilty of a felony

V of the third degree, punishable as provided ins. 775.082, s.

28 775.083, or s. 775.084.
n

(2) (a)

Whoever willfully and without authorization

30 destroys, injures, or damages equipment or supplies used or
31 intended to be used in a computer, computer system, or
,j

CODING: Words in -,,..I���!, type ore deletions from existing low; words underlined ore additions.

See HB 1305

10-1478-8

co�puter network; or whoever willfully and without
2 authorization destroys, injures, or damages any computer,
3 computer system, or computer network commits an offense
4 against computer equipment or supplies.
5

(b)

1.

Except as provided in this paragraph an

6 offense against computer equipment or supplie&.as provided in
7 p aragraph (a) is a misdemeanor of the first degree, punishable
81

9
101

as provided in s. 775.082, s. 775.083, or s. 775.084.
2.

If the damage to such computer equipment or

supplies or to the computer, computer system, or computer

11 I network is greater than $200 but less than $1,000, then the
121

offender is guilty of a felony of the third degree, punishable

131

as provided in s. 775.082, s. 775.083, or s. 775.084.

1 41

3.

If the damage to such computer equipment or

151

supplies or to the computer, computer system, or computer

161

network is $1,000 or greater, or if there is an interruption

171

or impairment of governmental operation or public

181

communication, transportation, or supply of water, gas, or

19

other public service, then the� offender is guilty of a felony

20

of the second degree, punishable as provided in s. 775.082, s.

21 775.083, or s. 775.084.
22

815.06

D

(1)

Offenses against computer users.--

Whoever willfully and without authorization

24 1 accesses or causes to be accessed any computer, computer
25

system, or computer network; or whoever willfully and without

26

authorization denies or causes the denial of computer system

lll services to an authorized user of such computer system

28 services, which, in whole or part, is owned by, under contract

29 to, or operated for, on behalf of, or in conjunction with,
30

another commits an offense against computer users.

31

5
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(2) (a)

Except as provided in this subsection an

21 offense against computer users is a felony of the third

3 degree, punishable as provided in s. 775.082, s. 775.083, or
1
4 s. 775.084.
51

61

(b)

If the offense is committed for the purposes of

devising or executing any scheme or artifice to defraud or to

71 obtain any property, then the offender is guilty of a felony

Bl of the second degree, punishable as provided in s. 775.082, s.
91 775.083, or s. 775.084.

101

815.07

This chapter not exclusive.--The provisions of

11 I t his chapter shall not be construed to preclude the

12 applicability of any other provision of the criminal law of
1
13 this state which presently applies or may in the future apply
14 I

151
161

to any transaction which violates this chapter, unless such
provision is inconsistent with the terms of this chapter.
815.08

If any provision of this act or the application

17

thereof to any person or circumstance is held invalid, it is

19

other provisions or applications of the act which can be given

18 the legislative intent that the invalidity shall not affect

20 effect without the invalid provisions or applications, and to

21

22

23

this end the provisions of this act are declared severable.
Section 2.

This act shall take effect �ugust 1, 1978.

24

25
26

27
28
29

30
31
6
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2
3
4
5
6
7
8
9
10

HOUSE SUMMARY

Creates the "Florida Computer Crimes Act" which
establishes:
1. Offenses against intellectual property, such as the
u nauthorized modification, destruction, or disclosure of
data, programs, or computer software.
2. Offenses against computer equipment and supplies,
such as the unauthorized destruction, damage 1 or
modification of such equipment or supplies.
3. Offenses against computer users, such as the
unauthorized denial of computer system services to an
authorized user of such services.
Provides penalties for all such offenses, which penalties
are of increasing severity depending upon specified
factors.

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
'l9
30
31

7
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FLORIDA HOl.iSE OF REPRESENTATIVES
D0)',;Al.D L. TUCKER, Sp, ak,r/JOHN L. RYALS, Sp,ak,r P ro T•mpor<
COMMITTEE 0:S CRnllNAL J!JSTICE

Ralph H. Haben, Jr.
Chair:nan
Barrv Richard
Vic-t: chairman

MEMORANDUM
TO:
!"ROM:

January 10, 1978

Members, Committee on Criminal Justice
Staff, Committee on Criminal Justice

SUBJECT:

Proposed Committee Bill Relating to Computer Crimes
(Initial D:::-aft)

The computer has become an essential element of present cay busi
ness activity both in the private sector and in government.
Private industry relies on the computer to perform a multitude of
functions fr.om recording commercial transactions to predicting
business trends and designing products of the future. While
government primarily relies on the computer for the keeping of
records, other important functions are performed ranging from the
issuing of checks to predicting the weather.
Because the computer has become such an important part of daily
life, it has increasingly become the subject of criminal penetra
tion and abuse. While computer crime can generally be categorized
as "white-collar crime," computer crime can be differentiated from
other "white-collar crime" in at least two respects:
(1) the
losses per case involved with respect to the known cases of computer
crime are substantially greater than losses involved with respect to
general white-collar crimes; and (2) the technological complexities
of computer crime have, in some instances, handicapped prosecutors
in constructing charges on laws written for purposes other than
computer crimes.

R. Ed Blackbum. Jr. F�d Burn.II Rob<n 8. Cr.1"'1oni A. M. Fontana
Jo,eph M. Gent.en Cuni1 S. KiJier David J. �hman C. William !\"eleon
Van B. Pooit Eric Smith
Karl R. Adami. Staff Din:ctor
20 Hou•e Office Bu1ldinK. TaJlahau�. Florida JZJ04 1904) .t.5-8-9685
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Proposed ·cornmittee Bill
Relating to Computer Crimes

2.

January 10, 1978

While prosecutors have obtaihed convictions in several computer crime
cases, the charges were based on laws that were written for purposes
other than computer crime. The proposed committee bill would estab
lish a specific as well as an additional and supplementary statute
proscribing computer crimes. Following is a section by section re
view of the bill:
(1)

Section 1: Provides a short title designating the
act the "Florida Computer Crimes Act."

(2)

Section 2: Specifies a number of specific legisla
tive findings and legislative intent.

(3)

Section 3: Provides definitions, many of which are
modeled after a proposed Federal law on the subject
introduced by Senator Ribicoff [S. 1766, 95th Congress,
First Session].

(4)

Section 4: Proscribes offenses against "intellectual
property" based on the computer vulnerability categories
noted in the Stanford Research Institute report entitled
Develooment of Technical Specifications to Serve as �
Basis for Federal Guidelines to Prevent Intentional
compiiter"°Misuse (January 1977f"": Appendix A. The following
acts against intellectual property are prohibited:

(5)

(a)

The willful and unauthorized modification of data,
programs, or computer software.

(b)

The willful and unauthorized destruction of data,
programs, or computer software.

(c)

The willful and unauthorized disclosure of data,
programs, or computer software which is a trade
secret or is confidential as provided by law.

Section 5: Proscribes offenses against computer equipment
or supplies based on the computer vulnerability categories
noted in the Stanford Research Institute report entitled
Develooment of Technical Soecifications to Serve as a
Basis for Federal Guidelines to Prevent YntentionaI Coiiir3"uter"°Misuse (January 1977), Appendix A. The following
acts against computer equipment and supplies are prohibited:
(a}

The willful and unauthorized modification of equipment
or supplies used or intended to be used in a computer,
computer system, or computer network.

Proposed Committee Bill
Relating to Computer Crimes

(6)

/nrd

3.

January 10, 1977

(b)

The willful and unauthorized destruction of,
damage or injury to, equipment or supplies
used or intended to be used in a computer,
computer system or computer network.

(c)

The willful and unauthorized destruction of,
damage or injury to, a cor,1puter, computer
system, or computer network.

Section 6: Proscribes offenses against computer users
based on the computer vulnerability report entitled
Development of Technical Specifications to Serve as �
Basis for Federal Guidelines to Prevent Intentional
ComputerMisuse (January l977J, Ap�endix A. The follow
ing acts against computer users are prohibited:
(a)

The willful and unauthorized "access" of a
computer, computer system, or computer network.

(b)

The willful and unauthorized denial of computer
system services to any authorized user of such
services.

(7)

Section 7: Provides that the provisions of this chapter
are not intended to preclude the application of any other
provision of law.

(8)

Section 8:

(9)

Section 9: Establishes an effective date of
August 1, 1978.

Provides severability.
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JOURKAL OF THE HOUSE OF REPRESENTATIVES

plaints made to or received by any board or program within
the Department of Professional and Occupational Regulation,
except matters in connection with proceedings initiated in
circuit courts, shall be confidential to all parties participating
therein or having knowledge thereof except as otherwise pro
vided herein. All such persons shall be admonished by the
agency before whom they appear to observe the confidential
nature of such proceedings. However, those parts of proceedings
prior to hearing which are required to be served upon a person
against whom a complaint is filed and the record of the pro
ceeding shall become public information if said person files a
request in writing that the proceedings be made public.
(2) If a person against whom a complaint is filed relin
quishes his license, registration or certification pending- dis
ciplinary proceedings, such proceedings �hall remain confidential
unless such person applies for reregistration, relicensure or
recertification, in which case the body having jurisdiction
over such licensure, registration or certification shall have access
to information regarding such proceedings necessary to the
exercise of its authority.
(3) The confidential nature of disciplinary proceedings and
the oath given to witnesses therein shall not proscribe the filing
of informations and the giving of testimony before grand juries
by individuals having knowledge of facts indicating the com
mission of crime if such knowledge was obtained independently
of disciplinary proceedings.
( 4) No information concerning the pendency of !status of
an investigation or hearing or other confidential matter shall
be given unless and until a record of the proceedings is filed
with the appropriate official. Howenr, any judge of a court
of record having a judicial interest in the matter may be ad
vised in confidence of the status of proceedings as to a particu
lar person, and a complaint may be ad\·ised in confidence of
the pending status or final disposition of such complaint.
Section 2.

This act shall take effect October 1, 1978.

Mr. Melvin moved the adoption of the amendment. Pending
consideration thereof-

463

Amendment 2-On page 3, lines 20, 25, 30; page 4, lines 16,
29; page 5, lines 1, 23, 25, after the word "willfully" insert:
, knowingly
Mr. Nelson mO\·ed the adoption of the amendment, which was
adopted.
Under Rule 8.19, the bill was referred to the Engrossing
Clerk.
MR. HODGES IN THE CHAIR
HB 1219-A bill to be entitled An act relating- to solar
energy; amending s. 377.705(4) (d), Florida Statutes, to re
quire that solar energy systems manufactured or sold in Flor
ida meet the standards of the Florida Solar Energy Center;
providing an effective date.
-was read the second time by title.
Representative Dyer offered the following amendment:
Amendment 1-On page 1, strike all of line 21 and insert:
Section 2. The Florida Solar Energy Center is hereby trans
ferred from the Board of Regents to the Department of Ad
ministration by a type three transfer, as defined in s. 20.06(3),
Florida Statutes.
Section 3. Section 1 of this act shall take effect July 1, 1979
and section 2 shall take effect July 1, 1978.
Mr. Dyer moYed the adoption of the amendment. Pending
consideration thereof, without objection, the amendment was
withdrawn.
Representative Mica offered the following amendment:
Amendment 2-On page 1, line 17, strike "manufactured or"
and insert: m-fl-ffilfa� Oi'
Mr. Mica moved the adoption of the amendment, which failed
of adoption.

Mr. Moffitt called a point of order that the amendment spoke
to a different section of the statutes than the bill. Upon exam
ination of the amendment, the Chair stated that the amendment
referred to a section of the statutes that is repealed in the
title of the bill and ruled the point not well taken.

Representatives N ea!, Bell, and T. Lewis offered the follow
ing amendment:

The question recurred on the adoption of Amendment 3.
Pending consideration thereof, further consideration of HB 66
was temporarily deferred.

Mr. Bell moved the adoption of the amendment. Pending
consideration thereof-

Subsequently, on motion by Mr. Richmond, further consider
ation of HB 66 was postponed to the time certain of June 2 at
3:00 p.m.
On motion by Mr. Craig, the rules were waived andB 130v--A bill to be entitled An act relating to computer
criffieS;c:reating chapter 815, Florida Statutes; providing a
short title; providing legislative intent; providing definitions;
providing for offenses against intellectual property; providing
for offenses against computer equipment and supplies; provid
ing for offenses against computer users; providing penalties;
providing that provisions of this chapter are not exclusive;
providing an effective date.
-was taken up out of its regular order and read the
second time by title.
The Committee on Criminal Justice offered the following
amendment:
Amendment 1-On page 2, strike all of line 20 and insert:
automatic manipulations of representations of data and in
cludes
Mr. Nelson moved the adoption of the amendment, which
was adopted.
The Committee on Criminal Justice offered the following
amendment:

Amendment 3-On page 1, strike all of line 9

On motion by Mr. Martin, the rules were waived and debate
on HB 1219 was limited to fiye minutes per side.
The question recurred on the adoption of Amendment 3,
which failed of adoption.
Under Rule 8.19, the bill was referred to the Engrossing
Clerk.
HB 496 was taken up. On motion by Mr. CraigSB 15-A bill to be entitled An act relating to the regulation
of aircraft and pilots; repealing ss. 330.02, 330.03, 330.06-330.11,
330.13-330.16, 330.18-330.25, Florida Statutes, and s. 330.12, Flor
ida Statutes, as amended, relating to the licensing and regu
lation of aircraft and pilots, and the registration of aircraft;
providing an effective elate.
-a companion measure, was substitutecl therefor and read
the second time by title.
Representative Boyd offered the following amendment:
Amendment 1-On page 1, line 19, insert a new section 2,
renumbering the present section 2 accordingly: Section 2. Sec
tion 212.05, Florida Statutes, is amended to read:
212.05 Sales, storage, use tax.-It is hereby declared to be
the legislative intent that every person is exercising a taxable
privilege who engages in the business of selling tangible per
sonal property at retail in this state, or who rents or furnishes
any of the things or services taxable under this chapter, or who
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Mr. Ralph Haben
Chairman of the Committee on Criminal Justice
House of Representatives
House Office Bldg., State Capitol
Tallahassee, Florida 32304
Dear Ralph,
It was a real pleasure having you visit SRI International last week and speak
with our professionals. The feedback I've had from them indicates that your
gra� of the problem was excellent and contributed a great deal to their interest
in working on it. In the short time you were here it was not possible to take
you through all of SRI but only to have you talk to the three or four people we
considered most pertinent to the problem. Needless to say, there are a great
many other men and women at work on various aspects of criminal justice and
computer usage and misusage here at SRI.
After your departure, we reviewed the ways in which SRI could assist you and your
committee in developing legislation on computer misuse for the state of Florida.
We believe the best things we can do for you are the following�
A.

Consult with you during the development of the legislation to ensure
that you and your conunittee are aware of the full state-of-the-art
and what others in this field are presently doing;

B.

Review and critique legislation proposed by your committee from a
technical and legal perspective; and

C.

Provide education for you, and the entire legislature if desired
on computer security, computer crime, personal privacy, electronic
data processing auditing and other related issues.

SRI International's consulting rates are approximately $500 a day plus expenses,
varying slightly depending upon the skills required. In the past we have found
that the most convenient mechanism for handling problems similar to yours would
be for you to open a retainer agreement with SRI for a fixed period of six to
twelve months. This retainer is for a fixed sum against which you can call
and request assistance from SRI professionals as required. You are billed
only for the time as it is used. I suggest a retainer of ten thousand dollars
for 1978 would probably be adequate. Any unused funds would be returned to

SRI International
333

Ravenswood Ave.• Menlo Park, California 94025 • (415) 326-6200 • Cable: STANRES, Menlo Park• TWX: 910-373-1246

Ralph Haben
House of Representatives, Florida

Page 2
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you at the end of the period. I suggested that I act as your principal contact
at SRI initially although this responsibility will probably be transferred to one
of our research professionals as the scope of the work solidifies.
We look forward to assisting you in this study.
questions or comments, please let me know.
Best wishes for a very merry Christmas season.
Sincerely yours,

�5:$-�

G. S. Shoaf
Director, Commercial and
Industrial Marketing
GSS/n

CC:

Donn Parker
Joe Hootman
Brian Ruder
Leonard Chaitin
Pat Whiting-O'Keefe

If you have any further
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Dear Mr Cover:
It was a pleasure to meet you on March 18� 1977 during
my brief visit to the Florida Regional Office of State Farm.
Our committee is very interested in the problem of computer
fraud, and you can be assured that we would·appreciate very
much your advice and counsel during the coming months as we
attempt to develop a staff program to determine the adequacy
of existing Florida law. As I mentioned to you, we are
contemplating sponsoring a Southeast Regional meeting to
discuss the problems of computer fraud. After reviewing
some of the materials of Mr. Donn Parker, I am very con
cerned about the adequacy of Florida criminal law and
procedure to deal with some of the sophisticated problems of
proof in the area of computer fraud. I hope that we can
pull together a task force of interested experts to assist
the legislature in developing what we hope could be model
legislation regarding this area of the law.
Please note my interest in this matter. I will keep
your name among a list of three or four other outstanding
experts in the field of data processing. I will be back in
touch with you just as soon as we develop a plan for our
committee's consideration of these matters.
With kind regards,
Sincerely,
EDGAR M. DUNN, JR.
Senator
EMD/sb
cc:

Committee Staffv

LEW BRANTLEY
Pr-ttidont

SHERMAN S. WINN
Prttident Pro Temporo

JOE BROWN
Soa•t&z'Y

JOHN D. MELTON
Sers ll&llt at Arm-I
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WASHING TON - Federal
law enforcement officials called·
for speedy · passage of .
legislation aimed at slopping
criminals who steal millions of
dollars each year by_ . using
computers. . . • ... · .
The legislation, written by
Sen. Aoraham Ribicoff, D
Conn., is intended lo fill a gap in
lhe federal criminal code and to
calch up wilp _ lhe ci:iminal
modern
exploilalion _ of
technology.
IL would impose jail lerms of
up to 15 years and fines of up to
$50,000 for lhe criminal misuse
of lhe computer; ; : ,'
IL also prohibjls · 1he · theft,
destruction or fraudulent use of
owned OF
data from' computers
.
used by . the f_ederal governmenL -�"::':;� :: :;,::;, - .'.:; -·, - · __ _
The legislalion Yfas endqrsed
by :John .·.c, -Keeney._ acting
assistant aUorneY:• general in
charge of. the;criminal. divis1_on,
and Josepb F. }lenehan, chief of
the FBl'_s whit�ollar crimes
section._. ; _ -. .:1 � a,,:;��-:·-� '. r.--· - ,_.
'.'.Our polilical, econornic and
social institutions ha·ve · _grown
inc.i·easingly dependent·. on
computers lo lhe point lha_l lheir
illicit roai)ipulalion ormalicious
destru'ction can pol enlially
wreak havoc . on_ society,•·
' . . .
Keeney said: . ,· .
Sen-: Josepn'R:Biden, R-Del.. _

j

�

•

•

•

chairman of a judiciary
subcommillee holding bearings.
on lhe Ribicoff bill, said com
puter crime now accounts for a
year and__
$100 million loss
is growing rapidly. "It- is a -form Di criminal :
activity - that is difficult to'
detecl, very profitable and easy
·
lo commit," he said.
.Biden, Ribicoff, and Sen.
Charles H. Percy, · R-IlL, a
cosponsor ,of the legislation,
listed these examples of
computer cri�:

each

--/\ sludenl engineer. in
California gained access lo lhe
computer used lo control lhe
equipment inventory of the
Pacific
Telephoneand
Telegraph Co. He diverted more
than $1 million - worth _· or'
equipment and sold it. . -A teller at the Uniori Dime Savings Bank in 'New· York
augmwted his $11,000 a year
salary by _using ,the bank's
computer ta seal $1.5 million.
Ile was caught only after police
discovered he was gambling
wilh up lo $30,000 a day,
: -Percy said Lbe compulers'.of
the lllinois _ Central Railraod
were ·manipulated Lo dispatch
217 loaded boxcars "to a lonely
stretch of tracks 100 miles west
lhey were
of Chicago" where
looted.
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FLORIDA HOUSE OF REPRESENTATIVES
DONALD L. TUCK l::R, Spe aker/JOHN L. RYALS. Speaker Pro T�mpore
COMMITTEE ON CRl�1INAL JUSTICE

Ralph H. Haben, Jr.

Chairman

Barry Richard
Vice Chainnan

(�J
J!J

November 30, 1977

The Honorable Ralph H. Haben
Representative, 71st District
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Dear Ralph:

-�r

In addition to the short article which appeared
in the ABA Journal, Ms. Susan Hubbell Nycum has published
an exhaustive review concerning the criminal law aspects
of computer abuse.
[Nycum, "The Criminal Law Aspects of
Computer Abuse," 5 Journal of Computers and Law 271
(1976)]
As a general outline of the types of legal problems
which might arise, the article overviews and classifies
types of computer abuse:
(1) Misappropriations of software: utilization
of a remote terminal.
(2) Misappropriation of software: direct access
to a computation center or software storage facility.
(3)

Obliteration or bugging of software.

(4) Miscellaneous acts with a computer (including
acts of fraud, embezzlement, forgery, credit card abuse, etc.).
Her methodology is to review the provisions of the laws
of several states (one of which is Florida) as to its ap
plicability or potential applicability to the various kinds
of computer abusive acts. Although she has reviewed pro
visions cf the Florida Statutes, I believe that in certain
instances sh� has misstated the applicability of specific
provisions.
(For example, �ot taking into account the
criminal code revision).
R. Eel Rlackburn, Jr. Fred Burrnll R11h,·rt A. Crnwfom A. M. Font.i,nH
Joseph M. Gersten C•irtis S. r;,,..,r Dnvid J. l�·hmnn C. Willinm N,•lson
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In reviewing the criminal law aspects of computer
abuse in light of existing provisions of Florida law, I
will adopt the same outline for analysis as used by Ms.
"Since theft or destruction of computer hardNycum.
ware poses minimal difficulty with respect to penal
characterization, this section proposes a taxonomy for
[At 271)
analyzing software abuse."
(1)

Misappro£riation of software: utilization of terminal.

The utilization of a terminal to misappropriate
software might violate several exisiing statutory pro
visions:
(a) Misappropriation of trade secrets:
See section 812.081, Florida Statutes, 1975.
(b) Larceny: See revised theft law, Chapter
77-342, Laws of Florida. (See also sections
812.011 and 812.021, Florida Statutes, 1975).
(c) Credit card fraud: See section 817.481,
Florida Statutes, 1975, and sections 817.57-817.68,
Florida Statutes, 1975.
(d) Theft of services or labor under false
pretenses: See revised theft law, Chapter 77342, Laws of Florida. (See also sections
812.011 and 812.021, Florida Statutes, 1975)
(2) Misappropriation of software: direct access to a
cornput_at
_ io_n__ cente_r_or-_ software storage facility.
In addition to the potential applicability of
those criminal offenses noted above, a person wl10 gains
direct access to software for the purposes of misap
propriation may be additionally guilty of the following
offenses:
(a) Burglary: See sections 810.011 and
810.02, Florida Statutes, 1975.
(b) Forgery: (See section 817.481, Florida
Statutes, 1975).

The Honorable Ralph H. Haben
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(3)

Obliteration or bugging of software.

This form of abuse can be broadly characterized
as criminal or malicious mischief.
(a)
Criminal mischief: See section 806.13,
Florida Statutes, 1975.
[(b)
Interception and disclosure of wire or
oral communication: See section 934.03, Florida
Statutes, 1975.]
(4)

Miscellaneous acts with a computer:
(a)
Embezzlement: See revised theft law,
Chapter 77-342, Laws of Florida. (See also
sections 812.011 and 812.021, Florida Statutes,
1975).
(b)
Fraud: See Chapter 77-348, Laws of Florida,
creating section 817.035, Florida Statutes.
(See also, for example, sections 817.15,
817.16, 817.54, Florida Statutes, 1975)
(c)
Credit card abuse: See sections 817.57817.68, Florida Statutes, 1975.
(d)
Receiving stolen property: See revised
theft law, Chapter 77-342, Laws of Florida.
(See also section 812.031, Florida Statutes,
1976 Supplement)

The provisions of Ms. Nycum's article so far
are
concerned only with potentially applicable
reviewed
state laws.
In the second part of her article, she con
cludes that " [a]t least forty sections of Title 18 of
the United States Code bear directly or indirectly on
computer abuse." [At 304)
For your information and consideration I have
prepared an appendix to supplement this letter which
includes:
(1)

A copy of this letter.

(2)

Copies of the several provisions of the

The Honorable Ralph H. Haben
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Florida Statutes noted above.
(3) A copy of Ms. Nycum's article on the
criminal law aspects of computer abuse
(which in Part II details the potentially
applicable Federal provisions).
to you.

I hope this information is of assistance
Sincerely yours,
��

Mark Herron
Staff Counsel
MH/jp

Enclosures: As stated
cc: Karl R. Adams, Staff Director
Committee on Criminal Justice

. DAT.I: ! . �.a:y 11, 1978 (UPD_ATED)
$TAFF D1 RECTOR/ ,/
8HALYil
{
Moore ,-(/ij'
1. Moore

C01'V'IITTEE ACTION:

SEHATE
STAFF AHALYSIS AND ECONOMIC STATEMENT

'2

Ho.

SB 1256 - Senator Dunn

I.

2,
3.
AMEND,:xoo<K'XATTACHED

X

SUBJECT:

ANO SPONSOR:

REFERENCES:

Fav. w/2 amends.

JUDICIARY-CR!MIHAL COMMITTEE

3. _____ -----BILL

L

Computer Crimes
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BILL SUMMARY:
Following is a section by section review of the bill:
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(1)

Section 1: Provides a short title designating the
act the "Florida Computer Crimes Act."

(2)

Section 2: Specifies a number of specific legislative
findings and legislative intent.

(3)

Section 3: Provides definitions, many of which are
modeled after a proposed Federal law on the subject
introduced by Senator Ribicoff (S. 1766, 95th Congress,
First Session).

(4)

Section 4: Proscribes offenses against "intellectual
property" based on.the computer vulnerability categories
noted in the Stanford Research Institute report
entitled Development of Technical Specifications to
Serve as a Basis for Federal Guidelines to Prevent
Intentwnalc:omputer Misuse (January 1977), Appendix A.
The following acts against intellectual property are
prohibited:

fr-..

reproduced by
FLORIDA STATE ARCHIVES.
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(b)

The willful, knowing, and unauthorized destruction
of data, programs, or computer software.

(c)

The willful, knowing, and unauthorized disclosure
of data, programs, or computer software which is
a trade secret or is confidential as provided
by law.

Section ·s: Proscribe·s -ct{fe;;-ses"" against computer equip
ment or supplies based on the computer vulnerability
categories noted in the Stanford Research Institute
report entitled Development of Technical Specifications
to Serve as a Basis for Federal Guidelines to Prevent
InteritTonaI ComputerMlsuse (January 1977) ,Appendix A.
The following acts against computer equipment and
supplies are prohibited:
--- ------------··-----·-···
(a)

The willful, knowing-, and unauthorized modification
of equipment or supplies used or intended to be
used in a computer, computer system, or computer
network.

(b)

The willful, knowing, and unauthorized destruction
of damage or injury to, equipment or supplies
used or intended to be used in a computer, computer
system or computer network.

(c)

The willful, knowing, and �nauthorized destruction
of, damage or injury to, a computer, computer
system, or computer network.

. , Staff Analysis
SB 1256
_May_ll ,. _19..7_8 __
Page Two
( 6)

Section 6: Proscribes offenses against computer
users based on the computer vulnerability report
entitled Development of Technical Specifications to
Serve as a Basis for Federal Guidelines to Prevent
IntentionalComputer Misuse (January 1977), Appendix A.
The following acts against computer users are prohibited�_
(a) - The willful,-7rnowTng; ·and- un:author-ized "access" of
a computer, computer system, or computer network.
(b)

II.

The willful, knowing, and unauthorized denial of
computer system services to any authorized user
of such services.

(7)

Section 7: Provides that the provisions of this
chapter are not intended to preclude the application
of any other provision of law.

(8)

Section 8:

Provides severability.

(9)

Section 9:

Establishes an effective date of August 1, 1978.

PURPOSE:

________A._____Present
Situation:
_
It has been estimated by Edward Bride, Vice _President_
of Computer World magazine, that computer theft lo_sse_s r_u:r:i__ _
into the billions each year. It appears that personal
privacy rights may also lie jeopardized as computers are
being used to store confidential information.
Although generally categorized as "white-collar crime,"
computer crime differs from other "white-collar crime" in
two respects:
( 1) computer crime usually results in
substantially greater losses than other "white-collar crime;"
and (2)
the technological complexities of computer crime
have, in some instances, handicapped prosecutors in
constructing charges on laws written for purposes other
than computer crimes.
B._

Effect on Present Situation:

This bill would create specific statutory provisions
dealing with the use of computers to accomplish illegal
objectives.
This bill wouid provide felony penalties.
III. ECONOMIC CONSIDERATIONS:

IV.

Yes

No

X

A.

Economic Impact on the Public:

B.

Economic Impact on State or Local Government:

COMMENTS:
This bill is identical to HB 1305.

Yes

No

X

{ll,
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Section 3. (1) Effective July 1, 1979, the existing district of
the Department of Transportation
composed
of
Indian
River,
Okeechobee, St. Lucie, Martin, Palm Beach, Broward, Dade, Collier,
and Monroe Counties shall be divided into two districts, as follows:
(a)
One district composed of Collier, Indian River, Okeechobee,
St. Lucie, Martin, Palm Beach, and Broward Counties.
(b)

One district composed of Dade and Monroe Counties.

(2) The department shall, to the maximum extent, utilize existing
personnel within the department to staff the additional district
created by this act, it being the legislative intent that personnel
within the existing transportation district, as well as personnel
among other existing districts, be utilized in the most efficient
manner in implementing this act.
Section 4.

This act shall take effect July 1, 1979.

Approved by the Governor May 29, 1978.
Filed in Office Secretary of State May 30, 1978.

CHAPTER 78-91
Committee Substitute for House Bill No. 654
AN

ACT relating to education; amending ss. 240.052(5) and
230. 761(2)(b), Florida Statutes, to allow students
receiving
veterans'
benefits
and other eligible
students to defer registration and tuition fee payment
at community colleges and universities under certain
circumstances; providing
for
the
collection
or
settlement
of
delinquent
accounts; repealing s.
240.052(4), Florida Statutes, relating
to
60-day
deferments
of
registration fees for veterans or
eligible persons; providing an effective date.

Be It Enacted by the Legislature of the State of Florida:
Section 1.
Subsection (4) of section 240.052, Florida Statutes,
as amended by chapter 77-57, Laws of Florida, is hereby repealed, and
subsection (5) of said section is amended to read:
240.052

Admission of students; fees.--

CHAPTER 78-91
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deferment each academic year and an additional deferment each time
there is a delay in the receipt of their benefits.
(b)
In adopting such rules, the Board of Regents Is required to
enforce the collection of or otherwise settle delinquent accounts.
Section 2.
Paragraph (b) of subsection (2) of section 230.761,
Florida Statutes, is amended to read:
230.761
(2)

Financial support of community colleges.-

STUDENT FEES.--

(b)
The state board shall adopt rules permitting the deferral of
registration and tuition fees for those students receiving financial
aid 7--e�her--�hen-¥e�erene-eenefl�e7 from federal or state assistance
programs, when such aid is delayed in being transmitted to the
student through circumstances beyond the control of the student.
Failure to make timely application for such aid shall be insufficient
reason to receive such deferral.
1.
Veterans and other eligible students receiving benefits under
chapter 32, 34, or 35 Title 38 U.S. Code shall be entitled to one
additional deferment each time
Ih academic year and
ts.
there is a delay in the receipt o
2. In adopting such rules, the state board is required to enforce
the collection of or otherwise settle delinquent accounts.
Section 3.

This act shall take effect September 1, 1978.

Approved by the Governor May 29, 1978.
Filed in Office Secretary of State May 30, 1978.

�-��;--_:>

House Bill No. 1305
AN

ACT relating to computer crimes; creating chapter 815,
Florida Statutes; providing a short title; providing
legislative intent; providing definitions; providing
for offenses against intellectual property; providing
for offenses against computer equipment and supplies;
providing for
offenses
against
computer
users;
providing penalties; providing that provisions of this
chapter are not exclusive; providing an effective date.

(4)�§t
The Board of Regents shall adopt rules permitting the
deferral of registration and tuition fees for those
students
receiving financial aid e�her-�hen-¥e�erene i-eenef¼�e from federal or
state assistance programs, when such aid is delayed in being
transmitted to the student through circumstances beyond the control
of the student. Failure to make timely application for such aid
shall be insufficient reason to receive such deferral.

Section 1. Chapter 815, Florida Statutes, consisting of sections
815.01, 815.02, 815.03, 815.04, 815.05, 815.06, 815.07, and 815.08,
is created to read:

(a) Veterans and other eligible students receiving benefits under
chapter 32, 34, or 35 Title 38 U.S. Code shall be entitled to one

815.01
Short title.--The provisions of this act shall be known
and may be cited as the •Florida Computer Crimes Act.•
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Legislative

LI\WS OF FLORID/\
intent.--The

CHI\PTER 78-92

Legislature finds and declares

Computer related crime is a growing problem in government as
(1)
well as in the private sector.
(2)
Computer related crime occurs at great cost to the public
since losses for each incident of computer crime tend to be far
greater than the losses associated with each incident of other white
collar crime.
(3)
The opportunities for computer related crimes in financial
institutions, government programs, government records, and other
business enterprises through the introduction of fraudulent records
into a computer system, the unauthorized use of computer facilities,
the alteration or destruction of computerized information or files,
and the stealing of financial instruments, data, and other assets,
are great.
(4)
While various forms of computer crime might possibly be the
subject of criminal charges based on other provisions of law, it is
appropriate and desirable that a supplemental and additional statute
be provided which proscribes various forms of computer abuse.

Definitions,--1\s used in this chapter, unless the context
clearly indicates otherwise:
815.03

(1)

"Intellectual property• means data including programs.

"Computer program• means an ordered set of data representing
coded instructions or statements that when executed by a computer
cause the computer to process data,
(2)

(3)
•computer• means an internally-programmed, automatic device
that performs data processing.
(4)
"Computer software• means a set of computer programs,
procedures, and associated documentation concerned with the operation
of a computer system.

(5)
•computer system• means a set of related, connected or
unconnected, computer equipment, devices, or computer software.
(6) "Computer network" means a set of related, remotely connected
devices and communication facilities including more than one computer
system
with
capability
to transmit data among them through
communication facilities.
(7)
"Computer system services• means providing a computer system
or computer network to perform useful work.

"Property• means anything of value as defined in s. 812.011,
and includes, but is not limited to,
financial
instruments,
information, including electronically produced data and computer
software and programs in either machine or human readable form, and
any other tangible or intangible item of value,
(8)

(9)
"Financial instrument• means any check, draft, money order,
certificate of deposit, letter of credit, bill of exchange, credit
card, or marketable security,
140
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0
(10)
1\ccess• means to approach, instruct, communicate with,
store data, retrieve data from, or otherwise make use of any
resources of, a computer, computer system, or computer network.

815,04

Offenses against intellectual property.--

Whoever willfully, knowingly and without authorization
( 1)
modifies data, programs, or supporting documentation residing or
existing internal or external to a computer, computer system, or
computer network commits an offense against intellectual property.
Whoever willfully, knowingly and without authorization
( 2)
destroys data, programs, or supporting documentation residing or
existing internal or external to a computer, computer system, or
computer network commits an offense against intellectual property.
(3)
Whoever willfully, knowingly and without authorization
discloses or takes data, programs, or supporting documentation which
is a trade secret as defined in s. 812,081 or is confidential as
provided by law residing or existing internal or external to a
computer, computer system, or computer network commits an offen��
against intellectual property.
(4) (a)
Except as otherwise provided in this subsection, an
offense against intellectual property is a felony of the third
degree, punishable as provided in s. 775.082, s. 775.083, or s.

775,084.

(b)
If the offense is committed for the purpose of devising or
executing any scheme or artifice to defraud or to obtain any
property, then the offender is guilty of a felony of the second
degree, punishable as provided in s, 775.082, s. 775,083, or s.

775.084.

815,05

Offenses against computer equipment or supplies.--

(!) (a)
Whoever willfully, knowingly and without authorization
modifies equipment or supplies used or intended to be used in a
computer, computer system, or computer network commits an offense
against computer equipment or supplies.
(b)
1.
Except as provided in this paragraph an offense against
computer equipment or supplies as provided in paragraph (a) is a
misdemeanor of the first degree, punishable as provided in s.
775.082, s, 775.083, or s. 775,084.
2,
If the offense is committed for the purpose of devising or
executing any scheme or artifice to defraud or to obtain any
property, then the offender is guilty of a felony of the thirrl
degree, punishable as provided in s, 775.082, s. 775.083, or s.

775.084.

(2) (a)
Whoever willfully, knowingly and without authorization
destroys, takes, injures,· or damages equipment or supplies used or
intended to be used in a computer, computer system, or computer
network; or whoever willfully, knowingly and without authorization
destroys, injures, or damages any computer, computer system, or
computer network commits an offense against computer equipment or
supplies.
141
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1.
Except as provided in this paragraph an offense against
(b)
computer equipment or supplies as provided in paragraph (a) is a
misdemeanor of the first degree, punishable as provided in s.
775.082, s. 775.083, or s. 775.084.

CHAPTER 78-92

815.06

Offenses against computer users.--

(1)
Whoever willfully, knowingly and without authorization
accesses or causes to be accessed any computer, computer system, or
computer
network; or whoever willfully, knowingly and without
authorization denies or causes the denial of computer system· services
to an authorized user of such computer system services, which, in
whole or part, is owned by, under contract to, or operated for, on
behalf of, or in conjunction with, another commits an offense against
computer users.
(2) (a)
Except as provided in this subsection an offense against
computer users is a felony of the third degree, punishable as
provided in s. 775.082, s. 775.083, or s. 775.084.
(b)
If the offense is committed for the purposes of devising or
executing any scheme or artifice to defraud or to obtain any
property, then the offender is guilty of a felony of the second
degree, punishable as provided in s. 775.082, s. 775.083, or s.
775.084.
815.07
This chapter not exclusive.--The provisions of this
chapter shall not be construed to preclude the applicability of any
other provision of the criminal law of this state which presently
applies or may in the future apply to any transaction which violates
this chapter, unless such provision is inconsistent with the terms of
this chapter.
815.08 If any provision of this act or the application thereof to
any person or circumstance is held invalid, it is the legislative
intent that the invalidity shall not affect other provisions or
applications of the act which can be given effect without the invalid
provisions or applications, and to this end the provisions of this
act are declared severable.
Section 2.

This act shall take effect August 1, 1978.
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Approved by the G overnor May 29, 1978.
Filed in Office Secretary of State May 30, 1978.

2. If the damage to such computer equipment or supplies or to the
computer, computer system, or computer network is greater than $200
but less than $1,000, then the offender is guilty of a felony of the
third degree, punishable as provided in s. 775.082, s. 775.083, or s.
775.084.
3. If the damage to such computer equipment or supplies or to the
computer, computer system, or computer network is $1,000 or greater,
or if there is an interruption or impairment of governmental
operation or public communication, transportation, or supply of
water, gas, or other public service, then the offender is guilty of a
felony of the second degree, punishable as provided in s. 775.082, s.
775.083, or s. 775.084.
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CHAPTER 78-93
House Bill No. 1382
AN ACT relating to institutions of higher learning; creating
s. 241.365, Florida Statutes, establishing a research
laboratory for experimental marine biology and medicine
In Flagler and St. Johns Counties; authorizing the
University of Florida to accept funds on behalf of the
laboratory; exempting the laboratory from provisions
requiring certain agency approval prior to engaging in
a construction or lease
contract;
providing
an
effective date.
Be It Enacted by the Legislature of the State of Florida:
Section 1.

Section 241.365, Florida Statutes, is created to read:

241.365 C. V. Whitney Research Laboratory for Experimental Marin�
Biology and Medicine.-(1) There is hereby established, as an activity of the University
of Florida, the c. V. Whitney Research Laboratory for Experimental
Marine Biology and Medicine to be located in Flagler and St. Johns
Counties, near Marineland, Florida, on a site and in various
buildings
and
facilities owned by the University of Florida
Foundation, Inc.
(2)
The purposes of this laboratory shall be to conduct and
foster biomedical research, especially as it relates to marine and
estuarine sources of human nutrition, and the study of and prevention
of cancer and other human diseases which may be related
to
environmental pollution of such sources.
(3) For the purposes of this section the University of Florida is
authorized, on behalf of the laboratory, to accept gifts and grants
or other funds from the Federal Government or its agencies; from
departments, agencies and instrumentalities of the state including
the Division of Sponsored Research of the University of Florida; from
municipalities or local governments; from other state appropriated
funds; or from private or civic sources, for the purpose of support
of research activities, full maintenance of the facilities, and for
lease of said facilities.
(4)
The laboratory and its facilities are specifically exempt
from the provisions of s. 255.25(2).
0

Section 2.

This act shall take effect July 1, 1978.
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December 20, 19,7

The Honorable Donald L. Tucker
Speaker, nouse of Representatives
Ralph H. Haben, Jr. C�airman
Committee en Criminal Justice

SUBJECT:

Report on California Conference with Stanford Research
Institute International

On Frida:i' December 8, I tra,:2led to Palo Alto, California to meet with
representatives of Stanford Research Institute International, a nonprofit corpcraticn located in Palo Alto, California.

The purpose of

my trip was a conference related to computer fraud, computer abuse, and
related problems regarding the apprehension and successful cri�inal
prosecution cf perpetrators of computer fraud.
On Friday racrning, I first met with G. S. Shoaf, Director of Marketing�
for SRI International a�d was advised of the background of the concern.
It is now a non-profit organization existing �nder the law of California
wiili what appears to be a significant amount of grant money.

Orisi�ally,

Stanford Fesearch Institute was adjunct to and an arm of Stanford
University of Palo Alto, Califcrnia.

Sometime in the early sixties,

due to unrest and a political philosophy adopted by the college, SRI
International nade the independent cecision to break their former
relationship as an arm of the university and to establish a non-profit
corporation.
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The �ain thrust of this was done because of the fact that

the time SRI was involved with arr.iaments and tr.is apparently did not
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set well with some of the academic community in California.
They have a section on computer fraud, abuse, and the overall develop
mental and research programs concerning computer use, both corrmercially
and fro� a military standpoint.
At the afternoon conference I met with Mr. Shoaf; Mr. Leonard J. Chaitin,
Senior Research Engineer of SRI; Mr. Donn Parker, who is recognized as
an expert in the field of com?uter fraud and the author of a book deal
ing with computer abuse; and a Mr. Lynn Rueter, who is a me::-ber of the
Systems Section of the Computer Division of SRI International.
Basically, I outlined my problem to them as follows:

I felt that under

Florida's general criminal statutes it may be very difficult, if not
✓

impossible, to prosecute and convict a person guilty of computer fraud
and abuse.

They seemed very familiar with the problem and gave me a

four-hour orientation as to the basic component parts of a computer with
a pa.rticular emphasis on how a co;;iputer car1 be :::-eprogrammeci. in order to
comr:iit criminal fraud or to disclose information not authorized by the
owners of the computer.

It seems to be an extremely complex problem

with the main emphasis on the fact that computer research at this time
has not allowed sufficier1t security systems to be operative within any
given particular computer system.

Apparently the original designers of

computers had no thought of criminal activity associated with electronical
impulse. . On that basis the security and safeguard system of most
computers are woefully inadequate for even successful detection.

Even
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if detection occurs, apparently there is a tremendous problem with the
investigation, presentation, and pro�ecution of a person guilty of
computer fraud.

For example, several instances were given wherein the

California authorities were aware the computer fraud was taking place
but due to the expense, ir.convenience, and inadequate investigative
techniques an arrest was doubtful; and prosecution and successful
conviction almost an impossibility.
After a thorough indoctrination of the basic components of a compute=
together with the possibilities of abuse, Mr. Parker gave an indepth
presentation of what is occurring throughout the United States as
relates to computer fraud and abuse with specific examples of how this
abuse occurs, the proble�s associated with detection, together with
such certain statistical infor�ation, which certainly supports the
contention that as we become more computerized from a corr�ercial c�d
gover11r.1ental standpoint the possibilities for computer fraud becomes
even greater.
In addition there is the proble� of timing.

Computer networks operate

in milliseconds of time so that a successful fraudulent practice can
literally be completed in a matter of seconds and detection time m�y
be as high as six months or perhaps never.
We examined the possibilities under Florida law as to what would be
required in order to make the necessary statutory changes, and arrived

4.
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at a preliminary conclusion that it may well be best to carve a new
section of the statutes with a particular emphasis and reference to
only computer and mechanical fraud or abuse.
Originally, I was to meet late Friday afternoon with Ms. Susan Nycurr.
who is an attorney in San Francisco and a leading legal authority on
the case law that has developed concerning the prosecution of computer
fraud cases.

This was not possible due to her schedule; however, a

meeting was arranged for Monday morning at her law office.
Upon meeting ,;ith her and discussing the various probler.s associated
with the common la,,·, statuto::-y lc,1,·, and th-:e advc:rncel': technology of
compute::-s, we arrived at the conclusion that it would be best to try
to address this problen in a new and separate statutory refe�ence.
We also believe that the real problem in drafting the law will probably
occur inthe definitions.

Particularly in many examples we are dealing

with what is known as "intellectual property" or that subject Tcatter
capable of being stored, disseminated, and/or used in a computer.
With reference to my meeting Friday with the computer experts at SRI,
we arrived at a basic conclusion that, although simplistic in its terms,
perhaps may well fit or be the subject matter of a proposed cor..rnittee
bill.

It seems that there are four basic categories by which a person

can abuse or defraud a computer:

(1) denial of service;

(2) a change,

modification, enlargement, or dirninishment of the tapes and/or the
operative of computer systems;

(3) the unauthorized or illegal disclosure

T�� Hon. Donild �- Tucker
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of privileged information that is the subject matter of computer
storage; and (4) actual dar.:age, destruction to the basic coD-puter
unit itself.
Ms. Nycum and I arrived at the conclusion that if we could specifically
isolate the three or four items that one must perform in order to
abuse or fraudulently use a computer, then if we could plug in the
common la� concept of the requisite criminal intent, together with
unauthorized use, we may at least have a starting point with which to
draft this specific legisl�tion.
Again, the problem seems to b� in the definitional section of such
terms as intellec:tual pro::=,erty; the change or r:icdificatio:; of data,
tapes, or syste□s; the various component definitions that will fit
all of those machines used within the computer syste�; and a particular
reference to on-line co�puter abuse or that type of activity which
occurs at a remote terminal.
I am in the process of establishing liasion with Senator Dunn 0£ the
Florida Senate to ascertain if ;;e can have Mr. Parker and .t-!s. Nycwn
come to Florida to present to the Florida Legislature the various
problems associated with computer fraud, together with the fact that
it appears it may well be a growing problem which we must prepare
ourselves for.

I am specifically interested in drafting a corr�ittee

bill which will at least initiate a dialogue as to the best vehicl8
by which to statutorily provide a method by which successful prosecu
tion may be had.
RHH /21rd

or property . received. Embezzlement would gener::illy
be considered a theft of property. (Sec page 14 of this
report.)
Another important feature of Ark::insas' law allows
,,.--•he court to consider the total amount embezzled by
'
c indiviuual rather than a separate amount involved
an each instance of embczzkment. Therefore, an cmzler who systematically steals small amounts from a
number of sources would be tried on the entire scheme,
and not on a piece by piece basis. (Sec p::igc 15 of this
report.)
Punishments for theft of property, or embezzlement,
usually vary according to the ::imount or the value of the
item stokn. Commonly, states that have adopted a
consoliuatcd approach, classify thefts in S50 to SI 00,
SIOO to S10,000 and over $10,000 ranges.
Penalties recently est::iblished in the laws include
harsh lines and prison sentences. In addition, in many
of the new laws, courts ::ire given fle:dbility to collect
more in fines than was stolen. In Arkansas. for cx::im
ple. a theft of over S 10,000 c:in bring a sentence of three
to 20 years and a maximum line of S l 5,000-,r a fine
double the amount of the theft or profit. If the value of
the theft is between S!OO and Sl0,000, the line may be
set at up to $10,000 with a one to live year prison
sentence; alternately, the court may decide to fine the
nffender double the gain. For thefts of under $100, the
Jrt may line the embezzler up to S 1,000 and sentence
, .. .,, or her to up to one year in jail.

The Emerging Problem of
Computer-Aided Theft
Computers have revolutionized the business world,
changing not only the speed with which business can be
conducted, but the very way in which transactions arc
recorded. Once reliant on manual, paper-based trans
actions, businesses c::in now store, record and transfer
data and funds electronically. But as computer use has
increased, so has computer crime. Edward Bride, Vice
President of Computer World magazine estimates ·th,,t
computer theft losses_ run into the billions each year.
But in addition to the illegal transfer of money, inge
nious criminals have found ways to tap computers for
valuable information, personal data and government
secrets-at an incalculable cost to business and soci
ety.
Opportunities for computer crime arc increasing.
Some businesses today have become so complicated
that only a computer with the capacity to record pur
ses. orders, sales, shipments and paym::nts on a
·,-�p::t:d basis could keep track of all transactions.
• computer's electronic tape has replaced invoices,
purchase orders. discounts and payments.
Without adequate safeguard procedures, such sys
tems can be infiltrated and abused. An ingenious em
ployee, for example, can instruct a computer lo write
checks to dummy corporations owned by the thief.
Computc:rs can be programmed to report higher rates of
inventory losses due to breakage-a tactic used to con
ceal m.:rchar.dise stol.:n by employees. Computer pay-

rolls have been altered by acldini; fictitious employee
names, or deducting a few extra cents per employee
check and then diverting funds to the perpetrator.
Business concerns can be susceptible to computer
crime in non-monetary ways as well. Valuable informa
tion stored in company clata banks and computer pro
grams is vulnerable. Many computer customers utilize
data services by "time sharing," buying a sm::ill sci;
ment of a computer used by numerous clients. In the
absence of security procedures, time sharing can make
it possible for one user to retrieve another customer's
data. The advent of portable computer terminals that
can be hooked up.to a telephone has ;ilso made it easier
for the computer thief to rob the computer in the pri
vacy of his/her own home. These thefts of computer
progr::ims, manufacturing secrets, and other confiden
tial information can bejust as destructive in the long run.
as the embezzlement of large sums of money.
Df course. businesses aren't the only ones hurt by
computer crime. Because computers are being used
increasingly to store confidential information about in-·
·dividuals, personal privacy is ab-o an issue of growing.
concern.
.
..
..
Partly because computer crime is a relatively. new
area of crimina.l activity, and partly because many com-.
puter crimes are covered. by existing state embezzle
ment and fraud statutes, few slates have enacted Jaws
dealing specifically with computer crimes. One of the
few examples is a Rhode Island law (§19-9-15) that
requires financial institutions to adopt safeguards to
protect against embezzlement by computer.
Ohio has passed one or'the most extensive bills in the
country that attempts lo address the privacy issue. That
bill protects citizens against improper and excessive
record kt:eping by governmental agencies. The Ohio
measure, however, does not apply to law enforcement
agencies or the private sector. And whether it is practi
cal, or even proper, for government to regulate how
private concerns collect personal data is an issue that is
far from resolved.
Although states need to continue to examine their
embezzlement, fraud and privacy laws to determine
their applicability to moclern-day computer criminals.
perhaps the most pressing need is for improvecl detec
tion and reportin:; procedures and strengthened penalties.
Experts in the field of computer abuse say that both
business and government can take steps to improve
auditing and detection procedures. For example, re
sponsibilities of computer programmers and operators
can be scpara!t::d in certain situ.:tions so tl1a: no o:ic
employee has control over all phases of a computer's
operation. Computers can be instructed to shut down in
response to obvious instances of unauthorized use.
Strict control over document trdnsfcrs and routine •
checking of operational logs also deter abuse. Security
codes, unique idcntitic:ition cards or fingerprint identi
fication can also protect against unapproved computer
access, even from remote terminals. Mo�t importantly.
pc:rioclic audits by tr.iincu Sj)�cialists c:in detect irregu
larities.
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No. 111

:senate

Federal Computer Systems Protection Act of 1977

·j

By Mr. RIBICOFF (for himself,
Mr. PERCY, Mr. JACKSON, Mr.
METCALF, Mr. KENNEDY, Mr.
THURMOND, Mr. GRIFFIN, Mr.
DoMENICI, and Mr. HEINZ):
S.1766. A bill to amend title 18, United
states Code, to make a crime the use,
f<n' fraudulent or other illegal purpooes,
or any computer owned or operated by
the United States, certain financial in
stitutions, and entities affecting inter
state commerce; to the Committee on
t: .e Judiciary.
Mr. RIBICOFF. Mr. President, I am
today introducing the Federal Computer
Systems Protection Act of 1977.
The legislation would impose heavy
prison terms and stiff fines for electronic
burglars who use computers and com
puter technology to steal or manipulate
information, financial instruments, and
other property.
Also sponsoring the legislation are Sen
ator CHARLES H. PERCY of Illinois, Sen
ator HENRY M. JACKSON of Washington,
Senator LEE METCALF of Montana, Sen
ator EDWARD M. KENNEDY of Ma.ssachu
setts, Senator STROM THURMOND of South
Carolina, Senator ROBERT P. GRIFFIN of
r-.'Iichigan, Senator PETE V. DoMENICI of
New Mexico, and Senator H. JOHN HEINZ
III of Pennsylvania.
The bill would make it a crime to mis
use the computer systems of the Federal
Government, certain financial institu
tions, and other entities involved in
interstate commerce.
Because of a growing national depend
ence on computers, the opportunities for
white collar crime in this area are be
coming great with little chance for pros
ecution under existing law.
If adopted, this bill would be the first
law enacted by the Congress aimed di
rectly at controlling crime by computer
or computer-related crime. Present Fed
eral criminal law, as reflected in title 18
of the United States Code, contains some
40 sections which the Government can
use to combat commuter-related crime.
But all 40 of the statutes were written to
combat abuses other than computer.
crimes and, as such, Federal prosecutors
have been handicapped because they

©

P,

/

have had to construct.their·ca.ses on laws
that' did not" envision· the technical as�
pects of computer crime. · · ·
· , ·
The measure is a result of a year-long
inquiry, begun May 10, 1976, conducted
by the Senate Government Affairs Com
mittee.
As chairman, and with the concurrence
of Senator PERCY, the ranking minority
member, I directed the relea.se on Febru
ary 2, 1977 of a staff report, "Computer
Security in Federal Programs," a 130,000
word document that demonstrated evid
ence of:
First. The Government's inability to
adequately secure its 10,000 computers
against fraud, compromise, and physical
assault. This lack of adequate security is
especially evident in those Government
computers which handle the distribution
of public funds and those which hold
economically valuable and privacy data.
Second. Weaknesses in Government
procedures for predicting the integrity of
its computer personnel; and
Third. A concern on the part. of Fed
eral law enforcement and prosecutonal
officials · that the U.S. Code, title 18,
should be amended to strengthen the
Government's ability to- prosecute com
puter crime.
It was noted in the committee staff re
port, for example, that a major computer
crime conviction had been won in one
well-known case only because the per
petrator had used a telephone line to
penetrate the computer system of a Fed
eral contractor across State lines. Had
the telephone been used intrastate rather
than interstate, Federal prosecutors said,
the Wire Fraud Statute 08 U.S.C. 1343)
under which the indictment was brought
may have been inadequate. In the same
case, a part of the indictment was dis
missed because electromagnetic impulses
which transmitted valuable data were
determined not to be "property" as de
fined in the Interst'.l te Transportation of
Stolen Property Statute 08 U.S.C. 2314).
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The third stage involves the computer's
brain·,- known· as' the - central - processing_"
unit-CPU. �The CPU, which · contains'
the ·operating system software, guides
the computer and directs it to perform
the necessary functions following the in
structions in the prograun and is sus
ceptible to various forms of electronic
penetration and manipulation. Destruc_
tion of the_ CPU could stop computer_ op
eration .and_ be�_disastrous to a 'govern
ment agency, industry,' or company, with
most of its .records computerized.
Orice data is - received from the CPU,
it is translated into an intelligible form
called output-the - fourth ·stage·;of�the
operation.. Output is vulnerable to thefts.
Criminals ·at this stage could steal con
fidential data, such as privacy informa
tion or trade secrets. The computer sys
tems of Government agencies, financial
institutions, and others contain volu
minous confidential data on firms and
individuals; theft of such data could
easily lead to blackmail or even be sold
on a black market.
The final stage of the operation; com-
munication, ·1nvolves· the transmissiori· o{
output'to',other ,computers and/or users!'
The computer is vulnerable at this stage
to electronic penetration. Initially, the
information will be transmitted by tele
phone
which can be Jtapped.
' ucircuits,
ina:--�s ---r··
·-roi 'tff•· IJ ill rri'ak"'es'Tt
Th e
a
: �'iea�trr
' - .- .
!61!tne,:P.m:Qi>ie;.g . erpet,rat'ini?"-fra
__
·o�alli.Tx'tm'none �- •.prop"e{�erv
lC
It
should ·be made clear that the term "access" specifically includes within its
meaning as defined in the bill all forms
of unauthorized or clandestine penetra
tion of a computer, computer system or

All phases of computer operations
need to be made more secure from
criminal penetration but all the physical
security precautions in the world will be
of little use if they are not accompanied
by adequate personnel procedures to re
duce the possibility of employment of
dishonest persons. Dishonest employees
who themselves engage in computer
- crime or engage in collusion with
criminals on the outside pose the biggest
threat to government and business. Com
puter criminals are the most sopl:isti
cated of all white collar criminals. They
currently oper:ate in an environment
and under conditions in which the suc
cessful detection and prosecution of their
crimes is very difficult. When they are
apprehended and convicted, all too often
the sentences they receive are extra
ordinarily light. It is for this reason that
I atta�h great importance to the penalty
provisions of this bill.
J,lpg�;;••t�:.ipJ_Qf.._ t!}_i� b_�ll.�_a_ :f�de�l
Judge may in his discretion, depending
op.�t_J;ii.s�ie..i:tfr2oLJtie.:,:c- t_irl� .)_mp_ose a'!l
te11�¥UJf).,_5-y_tat:1?.�nd fines �-$50,000
�t�r ..!!:_i�.;5
-.:..
It is my hope that these increased
penalties, unprecedented in federal
criminal law for white collar crime, will
deter the potential computer thief and
at the ·same time pose a warning to all
white collar criminals that the Congress
of the United States sees white collar
crime as a threat to our society which
should be dealt with in a manner befit
ting the crime.
It is time to tell criminals who use
computer terminals, fountain pens and
phony stock certificates to rob millions
of dollars, that their corrosive activi
ties will not be tolerated.
This bill also places particular empha
sis on the prosecution of crimes against
the computer systems of banks and other
·�wiie'taPPilliT-whfotj31s'<;��!JI
financial institutions which are insured
tce""sr.toVsystem�'a�Jrec:fc'connecf!on
--, · -"-Y -,. �-..-.Jir,-••c- :lot!'. �
' �.r.: t
,a
,,n a t 1on� e.or,nar,t o flfi- n ce _ • or regulated by the federal government.
Today, financial intitutions are heavily
. •-·
- -'-- -�-- -"'-�ra ys�
rr
assive''eave� dependent on computers which process
,,�!b 'aafa.t1on'" hic
�
Yft 1&��
fdt°�i\
t�l.. _. ·-· -�Ke'trt1�Trt and record billions of dollars in financial
slphuns data from a system by detecting transactions daily. If present trends con
acoustic or electromagnetic signals tinue, however, banks and other finan
cial institutions will become more de
emanating from a computer or com
pendent on computers in the future. As
ponent.
Electronic Funds Transfer Systems are
.'C:C•Artiflceybr"!_'trapdoor-ehtry'.'.'wliiclfli
perfected and implemented, more com
.t11e�iiten't18n�'I'Wiffi-odWctJon-t:-Br'%�Sia
puters, terminals, wires, data banks, and
f
'is� a tect operators will be employed to operate
by-'unscrupulous programmers and de these intricate and complex sytems of
signers. An artifice can be implanted at recordkeeping. Electronic fund transfer
the time the system is implemented or systems involve the use of communica
during subsequent modification; it can tion and computer networks to relay,
also be implanted by a successful pene
process, and store fund transfer inform
tration_
ation. They may involve transferring
d':'Hmpersonatfon•"\vhich ':isr:una'"tU h·o - funds from a buyer's account to the ac
count of a seller or from an employer to
iized�acerv'rtr.c\i'rrfec1�utfh"Wit:r,gr � ''
.,.
;a
° ".'a��ii£f@af"'.�·:-���t���:J rrn employee.

e.?L.��1er

N4���©�7?��9pie:n��_rf��ls-

i;i��f��{�i!iit���t�!lftN&_�

�...;�",.,_,_·-

W�ffi�.

·destli\e"coae•t�temto13e·u'secf!ia�r
f<>,'r,(u13"j.e�fortd§m':wffi$,:Ct ere

ru,)�ro�W1���"i:�ci�n�m£�tJ2.ii.1

��de · ap._gL <?,� p_�s-�o.rd
_ _ ts>_ :!sri_1n -��-c�e-��!t.�
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s. 1766

Be it enacted by the Senate and House o/
Re7)1'e.ientatives o/ the United States c/
America in Congress assembled, That this

Act may be cited as the "Federal Computer
Systems Protection Act o! 1977".
SEc. 2. The Congress finds that( l) computer related crime ls a growing
problem In the Government and in the pri
vate sector;
(2) such crime occurs at great cost to the
publlc since losses for each incident of com
puter crime tend to be ftlr greater than the
losses associated with each incident o! other
white collar crime;
(3) the opportunities !or computer related
crimes in Federal programs, in financial in
stitutions, and in other entitles which oper
ate in interstate commerce through the in
troduction of fraudulent records into a com
puter system, unauthorized use o! computer
facilities, alteration or destruction o! com
puterized information flies, and stealing o!
fmanclal instruments, data., or other as
sets, are great;
(4) computer related crime directed at
Institutions operating in interstate com
merce has a direct effect on interstate com
merce; and
'.5) the prosecution of persons engaged In
computer related crime Is difficult under cur
rent Federal criminal statutes.
SEC. 3.(a) Chapter 47 of title 18, United
States Code, is amended by adding at the end
thereof the following new section:
"§ 1028. Computer fraud
"(a) Whoever directly or indirectly ac
cesses or causes to be accessed any computer.
computer system. computer network, or any
part thereof which, ln whole or in part, oper
ates in Interstate commerce or is owned by,
under contract to. or opero.ted for, on behalf
of, 01· ln conjunction with, any financial in
stitution, the United States Government, or
any branch , department, or agency thereof,
or any entity operating in or affecting inter
state commerce, for the purpose of ( 1) devis
ing or executing any scheme or artifice to de
fraud, or (2) obtaining money, property, or
services by means of false or fraudulent pre
tenses. repersentatlo11s, or promises, shall be
fined not more than $50,000, or imprii<oned
not more than 15 years, or both.
"(b) Whoever, Intentionally and without
authorlzatlon, directly or indirectly accesses,
alters, damages. or destroys any computer,
computer system, or computer network de
scribed in subsection (a), or any computer
software, program, or data contained in such
computer, computer system, or computer net
work. shall be fined not more than $50,000, or
imprisoned uot more than 15 years, or both.
"(c) For purposes of this section, the
tern1.. ( 1) 'acce55' menus to approach, instruct,
communicate with. store data In, retrieve
data from, or otherw1se make use of any re
sources of, n computer, computer system, or
computer network;
't.{2) 'computer' means an electronic de
vice which performs logical, arithmetic, and
memory !unctions by the manipulations of
electronic or magnetic impulses, and In
cludes all input. output. processing, storage,
software, or communication facllltles which
are connected or related t.o such a device in a
system or network;

�) 'computer system' means a set of re
lated, connected or unconnected, computer
equipment, devices, and software;
"(4) 'computer network' means the inter
connection o! communication lines with a
computer through remote terminals, or a
complex consisting of two or more intercon
nected computers;
"(6}, 'property' Includes, but Is not 11mlted
to, flna.ncia.l instruments, information, in
cluding electronically produced data, and
computer software and progrl\ms in either
ma.chine or human readable form, and any
other tangible or intangible Item o! value;
".(9) 'services· Includes, but is not limited
to, �omputer time, data processing, and stor
age functions;
"(7) 'financial instrument' means any
check, draft, money order, certificate o! de
posl t, letter o! credit, bill o! exchange, creel! t
card, or marketable security;
U-(8) 'computer program' means a series of
Instructions or statements, in a form ac
ceptable to a computer, which permits the
functioning o! a computer system in a man
ner designed to provide appropriate products
froIIysuch computer ssytem;
'\(9) 'computer software' means a set of
computer programs, procedures, and associ
ated documentation concerned with the op
eration o! a computer system;
" ( 10) 'financial situation' means.. ( A1 a bank with deposits insured by the
Federal Deposit Insurance Corporation;
"(B) a member of the Federal Reserve In
cluding any Federal Reserve Bank;
"(C) an institution with accounts insured
by the Federal Savings and Lo,m Insurance
Corporation;
"(D) a credit union with accounts Insured
by the National Credit Union Administra
tion;
" ( E) a member of the Federal Home Loan
Bank Systems and any Home Loan Bank;
"(F) a member or business insured by the
Securities Investor Protection Corporation;
and
" ( G) a broker-dealer registered with the
Securities and Exchange Commission pur
suant to section 15 o! the Securities and
Exchange Act of 1934.".
(c) The table of sections of chapter 47 of
title 18, United States Code, is amended by
adding at the end thereof the following:
"1028 __________________ Computer fraud.".

[A)

(1) "Unauthorized modification of data internal to the ✓
computer system" means the unauthorized m0dification of
computer data residing within the computer system proper
and includes the insertion of new data or the modification
or deletion of existing data by using an application
system, system programs, or system facilities.

[A]

(2) "Unauthorized destruction of data internal to the
computer system" means the unauthorized destruction of
computer data residing within the computer system
proper and includes the destruction of existing data
by using an application system, system programs, or
system facilities.

[A]

(3) "Unauthorized disclosure of data stored internal
to the computer system" means the unauthorized disclosure
of computer data residing within the computer system
proper and includes the disclosure to unauthorized persons
of existing data obtained by using an application
system, system programs, or system facilities.

[A]

(4) "Unauthorized modification of programs internal to
the computer system" means the unauthorized modification
of programs residing in the computer system proper and
includes the insertion of new program modules or the
modification or deletion of existing programs by
using an application system, system programs, or system
facilities.

[A]

(5) "Unauthorized destruction of programs internal to
the computer system" means the unauthorized destruction
of programs residing within the computer system proper
and includes the destruction of existing programs by using
an application system, system programs, or system
facilities.

[A)

(6) "Unauthorized disclosure of programs stored internal
to the computer system" means the unauthorized disclosure
o f programs residing within the computer system proper and
includes the disclosure to unauthorized persons of
existing programs obtained by using an application system,
system programs, or system facilities.

[A)

(7) "Unauthorized modification of data external to the
computer system" means the unauthorized physical modification
of computer data residing outside the computer system
proper and includes the insertion of new data or the modification
or deletion of existing data during data origination, data
preparation, or input handling.

[A]

(8) "Unauthorized destruction of data external to the
computer system" means the unauthorized physical destruction
of computer data residing outside the computer system proper
and includes the intentional destruction of data destined
either as input to the system or output4from the system.

[A)

(9) "Unauthorized disclosure of data stored external to
the computer system" means the unauthorized disclosure of
computer data residing outside the computer system proper
and includes the disclosure to unauthorized persons of
either data destined as input to the system or output
from the system.

[A]

(10) "Unauthorized modification of programs external to
the computer system" means the unauthorized modification
of programs residing outside the system proper and includes
the insertion of new program modules and modification or
deletion of existing programs stored on cards, tapes,

or disks� possibly by using outside computer facilities.
[A]

(11)

authorized disclosure of programs stored external
(12)
mputer system"means the unauthorized disclosure
to the
s residing outside the computer system proper
of prog
and inc des the disclosure to unauthorized persons of
existin programs stored on listings, cards, tapes,
disks, r other storage facilities, possibly by using
outside computer facilities.

[;\]

II

[Bl

[B]
[B]

authorized destruction of programs external to
ter system" means the unauthorized destruction
s residing outside the computer system proper
des the destruction of existing programs
cards, tapes, or disks, possibly by using
omputer facilities.

II

the co
of pro
and in
stored
outsid

(13)

nauthorized modification of computer equipment
ies" means the unauthorized physical modification
ter system equipment or supplies and includes
rtion of a new element, substitution of one
for .another, and modification or deletion of an existing
with intent to benefit or for malicious reasons.

1111

destruction of computer equipment or
"means the unauthorized physical destruction
ter system equipment or supplies.

/

(15) "heft of computer equipment or supplies"means the
theft o ! computer systems equipment or supplies w'ith
intent o benefit or·for malicious reasons.
(16) " nauthorized use- of cornp1ll.ter system services"
means t! e unauthorized use of any computer system
service or resources.

[C]

henial of computer system services" means the
(17)
denial f computer system services to authorized users.
11
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HOUSE SUMMARY

Creates the "Florida Computer Crimes Act" which
establishes:
1. Offenses against intellectual property, such as the
unauthorized �odification, destruction, or disclosure of
data, programs, or computer software.
2. Offenses against computer equipment and supplies,
such as the unauthorized destruction, damage, or
modification of such equipment or supplies.
3. Offenses against computer users, such as the
unauthorized denial of computer system services to an
authorized user of such services.
Provides penalties for all such offenses, which penalties
are of increasing severity depending upon specified
factors.
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